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A.1.1	This market manual is part of the renewed market rules, which pertain to:
A.1.1.1	the period prior to a market transition insofar as the provisions are relevant and applicable to the rights and obligations of the IESO and market participants relating to preparation for participation in the IESO administered markets following commencement of market transition; and
A.1.1.2	the period following commencement of market transition in respect of all the rights and obligations of the IESO and market participants.  
A.1.2	All references herein to chapters or provisions of the market rules or market manuals will be interpreted as, and deemed to be references to chapters and provisions of the renewed market rules. 
A.1.3	Upon commencement of the market transition, the legacy market rules will be immediately revoked and only the renewed market rules will remain in force.  
A.1.4	For certainty, the revocation of the legacy market rules upon commencement of market transition does not:
A.1.4.1	affect the previous operation of any market rule or market manual in effect prior to the market transition;
A.1.4.2	affect any right, privilege, obligation or liability that came into existence under the market rules or market manuals in effect prior to the market transition; 
A.1.4.3	affect any breach, non-compliance, offense or violation committed under or relating to the market rules or market manuals in effect prior to the market transition, or any sanction or penalty incurred in connection with such breach, non-compliance, offense or violation; or 
A.1.4.4	affect an investigation, proceeding or remedy in respect of:
(a)	a right, privilege, obligation or liability described in subsection A.1.4.2; or
(b)	a sanction or penalty described in subsection A.1.4.3.
A.1.5	An investigation, proceeding or remedy pertaining to any matter described in subsection A.1.4.3 may be commenced, continued or enforced, and any sanction or penalty may be imposed, as if the legacy market rules had not been revoked.

[bookmark: _Toc201756724]Market Manual Conventions
The standard conventions followed for market manuals are as follows:
· The word 'shall' denotes a mandatory requirement;
· References to market rule sections and sub-sections may be appreviated in accordance with the following representative format: ‘MR Ch.1 ss.1.1-1.2’  (i.e. market rules, Chapter 1, sections 1.1 to 1.2);
· References to market manual sections and sub-sections may be appreviated in accordance with the following representative format: ‘MM 1.5 ss.1.1-1.2’  (i.e. market manual 1.5, sections 1.1 to 1.2);
· Internal references to sections and sub-sections within this manual take the representative format: ‘sections 1.1 – 1.2’;
· Terms and acronyms used in this market manual in its appended documents that are italicized have the meanings ascribed thereto in MR Ch.11; 
· All user interface labels and options that appear on the IESO gateway and tools are formatted with the bold font style;
· Data fields are identified in all capitals; 
– End of Section –
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0. [bookmark: _Toc173804754][bookmark: _Toc173811707][bookmark: _Toc224637290][bookmark: _Toc224715055][bookmark: _Toc360192131][bookmark: _Toc360192507][bookmark: _Toc103774462][bookmark: _Toc79489075][bookmark: _Toc201756726]Purpose
This market manual provides administrative and procedural details to the market rules governing the identity management processes for the market systems, including supplementary information relevant to understanding the rights and obligations of the IESO and market participants. 
Market manuals must be read in conjunction with the applicable market rules. Where there is a conflict between a market manual and the market rules, the market rules shall prevail.
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This market manual contains the following sections:
Section 2: Overview
Section 3: Identity Trust Operational Model 
Section 4: Identity Management Procedural Work Flows
Section 5: Participant Primary Contact Operational Guidelines
Section 6: Participant Rights Administrator Operational Guidelines
Section 7: Credential Subscriber Operational Guidelines
Section 8: Use of the Online IESO Registration System
Section 9: Use of Account Provisioning Tools
Section 10: Browser Use
Section 11: MIM Application Web Services
Appendix A: Account Management Procedural Steps
Appendix B: Glossary of Terms
0. [bookmark: _Toc201756728]Overview
The “Identity Management Operations Guide” describes the various processes for user provisioning and identity management that are employed to manage users regarding registration, authentication, authorization of access permissions to the various market systems, self-service, as well as disabling and termination of user accounts. This guide provides information on identity management processes for the market systems. 
Included is the definition of what provisioning and identity management are, the detailed Participant guidelines for dealing with provisioning and Identity Management, and the guidelines for Participant management of user accounts and identity credentials throughout their lifecycle.
Each individual within an organization participating in the IESO-administered markets must possess valid and appropriate user identity credentials such as a User Account / password for proper authentication and access to IESO-secure Web servers and or Web Services. Activities for which access to IESO-secure Web servers or Web Services is required include, but are not limited to, the following:
Accessing the Energy Market Interface system for entering bids/offers;
Accessing the Transmission Rights Auction system;
Accessing IESO Workspaces (formerly Watchdox) and which now hosts all the former Collaboration communities such as the SOE LDC Extranet and MACD communities. Portal Collaboration is being decommissioned as a result;
Accessing the Confidential and Public Reports system (IESO Reports Site);
Accessing the Meter Trouble Reporting (MTR) via Online IESO;
Accessing the Notice of Disagreement (NOD) via Online IESO;
Accessing the Reliability Compliance System via Online IESO;
Accessing the Prudential system via IESO Online;
Accessing the Capacity Auction via Online IESO;
Accessing the Energy Limited Forecast system via Online IESO;
Accessing the CROW Outage Management system;
Accessing the Dispatch Services system; and
Accessing the Registration system via Online IESO:
By individual users for managing their own person information and accessing market functionality;
By organizations’ Rights Administrators and Applicant Representatives to register for, initialize, change, and revoke user accounts and register contact roles and request system access privileges required for access to IESO-secure Web servers for people within their organizations; and
By organizations’ Applicant Representatives to register Facilities and Equipment associated to their organizations.
IESO web servers, systems, and business processes shall in most cases require the use of appropriate user identity credentials (e.g. User ID-based User Account / Password) for authentication and authorization purposes. IESO Workspaces will require a separate email based account.
All web-based applications, excluding the IESO Reports site and any application web services shall be accessible by navigating to the IESO Gateway system at: https://gateway.ieso.ca. Sandbox environment applications are accessible at: https://gateway-sbx.ieso.ca.
An organization must have applied for authorization to participate in the IESO-administered markets or applied for metering service provider (MSP) registration before its employees or representatives can apply for their user account / identity credentials. Refer to MM 1.5, or MM 3.1.
This market manual will help to guide the actions taken by the participants regarding user provisioning and identity credentials, such as user registration and other related processes including those for User Account / password for users under their span of control. The document provides the participant with the IESO approved Identity Proofing options, different provisioning and identity management process scenarios, as well as the Operational Guidelines for the Primary Contact and the Rights Administrator. This market manual explains the following:
What user provisioning and identity management is and why it is necessary;
What user accounts / credentials are and what forms they can or may take;
The standards employed for user accounts / credentials;
Roles and Responsibilities of identity management entities;
IESO-approved Identity Proofing Model;
How provisioning for user accounts / credentials and system access control works within identity management regarding:
What delegated user administration is and how it is used;
How to make authorized requests for a user account / credentials;
How to initialize various user credentials;
How to request changes affecting a user account / credentials;
How to reset and or change a User Account’s password and answers to security questions where applicable;
The conditions under which a user credential may be revoked;
How to apply for a deactivation or termination of user account / credentials;
How to obtain and learn about the MIM Web Services package.
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Changes to this market manual are managed via the IESO Change Management process. Stakeholders are encouraged to participate in the evolution of this market manual via this process.
To contact the IESO, market participants can email IESO Customer Relations at customer.relations@ieso.ca or use telephone or mail. Telephone numbers and the mailing address can be found on the IESO website . IESO Customer Relations staff will respond as soon as possible.
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Information security is a priority for organizations that conduct communications and business transactions via the Internet. Identity Management, including user provisioning, is a set of processes used for managing authentication, authorization and access to information systems. Identity management means ensuring that only the intended users have the required credentials, access and the correct level of privileges to secured information. Identity management deals with credentials such as User Account / Password and security questions and information. 
Provisioning is the set of identity management processes and tools used for actually defining and securing proper access credentials and privileges to users. This includes the use of tools and activation codes, information or temporary passwords supplied during the registration process to provide for online initialization of the credentials as well as password changes, password reset, credential recovery, credential renewal etc.
To ensure security and confidentiality, identity credential rules around things like password construction and use need to be enforced. This means strong passwords (i.e. eight characters or more, upper and lower case plus numeric and special characters). Regular password changes may also be required but where not, are recommended, typically every 90 days and reuse of old passwords is prohibited. 
[bookmark: _Toc173804758][bookmark: _Toc173811711][bookmark: _Toc224637294][bookmark: _Toc224715059][bookmark: _Toc360192135][bookmark: _Toc360192511][bookmark: _Toc201756731]Provisioning, Identity Management, the IESO and the Participant
The IESO identity management trust model provides for the Participant organization to assume most of the responsibilities of identity management in regards to the proofing of individuals and handling of end user credentials. Please reference the “Identity Trust Operational Model” in s 3 to gain a better understanding of the IESO approved identity proofing model.
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The IESO employs User Accounts (in combination with passwords). User Accounts issued with the identity management system shall adhere to IESO global naming conventions and be enforced / validated during provisioning. Unique user identifiers shall remain permanently tied to an individual or machine/application account and to no other. This reduces the risk that any new Participants’  employees, service providers etc. will receive inadvertent erroneous access to confidential market systems, resources or information. Account rationalization to all market systems at the IESO has been essentially realized. Only one credential set will be issued to any given person where possible. This shall mean that at most, a user will receive one personal User Account where feasible. The exceptions are the new IESO Workspaces application (replaces Watchdox and Portal Collaboration) which requires a separate email based account and for users who represent more than one participant for the transmission rights auction where they will need a separate UserID based account for each participant they represent.
The market rules governing the IESO and Participants require that the IESO provide access control for confidentiality of information over electronic communications. The use of identity management processes, including available user provisioning tools, to supply User Accounts allows the IESO to fulfill the appropriate market rules governing confidentiality. Properly managed User IDs can be used to establish authentication, authorization, and integrity. 
Before receiving any IESO identity credential, Participant individuals should be positively identified by their organization through a secure method of authentication, as an individual or application user is bound to the credential appropriately issued to them. Each user account / credential when issued will be registered to an individual person and as such these people are known as 'Credential Subscribers'. Participant Credential Subscribers may be one of the following:
a. Authorized Representatives
b. Primary Contacts
c. Rights Administrators
d. Individual Subscriber, (For a User Account, access up to and including transaction level systems and information by a person) for access to IESO market facing systems as one or more of the contact roles listed in the Guide for all Contact Roles (ieso.ca) webpage. 
e. Application Subscriber (machine account; access up to and including transaction level systems and information by a computer application)
Each Authorized Representative, Primary Contact and Rights Administrator shall be issued a User Account for access to the Registration system and for other IESO transaction system level access where applicable by the person’s roles.
For the typical Individual Subscriber (and where required an Application Subscriber) a User Account credential and password will be issued upon authorized registration for access to the appropriate systems and applications. An account activation link via email shall be supplied in conjunction with the User Account credential for a User account for the Reports site, Energy Market Interface, Outage Management system, Dispatch Services system, Transmission Rights Auction, Prudential Manager, IESO Workspaces, Online IESO system for, Registration and any other application purposes or where applicable Web Services. 
The password needs to be setup by the end user through activating their account by initially navigating to the IESO Gateway link as indicated in an email sent to the user during automated account provisioning. The new IESO Gateway User Guide details the process for doing so. The activation link will expire automatically after a fixed period of time (90 days) during which time the end user can activate their account via the IESO Gateway link. After the link expires, a request to IESO Customer Relations will be required to issue a temporary password for the account.
Upon initial navigation to the IESO Gateway link, the user shall be required to setup their password using the documented online web provisioning process and to select a multifactor authentication method as well as choose a security question and answer. The multifactor authentication (MFA) process may be presented to the user on each login to the IESO Gateway to provide confidence that user is the one registered and that the authentic IESO system is being connected and logged in to. The MFA method chosen by the user shall be usable by the IESO Gateway to confirm the user’s identity as required under circumstances where that identity is suspect. This would include logging in from different workstations, odd times of day compared to the user’s normal practices etc. so the user should not be surprised if the MFA prompt presented during login even when the correct password has been entered. The security question and answer will also be used to permit the users to reset their own passwords if forgotten during login. The IESO Gateway’s password setup procedure shall ensure that the password the user chooses meets IESO global security policies and standards. Any replacement passwords if and when required shall meet the same security policies and standards. The user shall after login to the Gateway, be able to change their password as well as documented in the IESO Gateway User Guide. 
A person’s Gateway user account is common to the, Online IESO system, Energy Market Interface, CROW Outage Management System (OCSS), TRA Auction, Prudential Manager, Dispatch Service and Reports site where that user has access to any of those systems. This means the same account UserID and enduring password is used for access to each system. A separate email based account is required for access to the IESO Workspaces system which is also accessed via the IESO Gateway using that separate email based account.
Individual persons and Participant programmatic applications (represented by a custodian) accessing the appropriate market systems will use these types of credentials.
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The trust model is an abstract delegation construct by which the IESO assigns access rights to persons to connect to and use information and systems provided by the IESO, while maintaining the ability to hold those persons legally accountable for misuse or misconduct with those access rights.
We maintain this trust model to protect against two types of risk:
1. Use of granted access rights causes harm to the IESO, another participant, or any stakeholder of the IESO-administered markets. The ability to legally seek redress is the mitigation of this risk.
Use of granted access rights causes harm to the participant organization itself. The trust model and the audit records we keep of the trust model protect IESO against legal liability from the organization for misuse of access rights.
From before market opening in May 2002, the IESO has maintained a trust model to delegate access rights. The original trust model was supported by technical controls provided by expensive and administratively burdensome Public Key Infrastructure (PKI) technologies. The use of PKI technologies was discontinued in 2012 which reduced costs extensively, but administrative burden to a lesser degree. The roles associated with the obsolete PKI trust model were essentially continued although the processes to grant and revoke access rights remained quite manual.
With updated registration processes including automated account provisioning, the IESO is further enabling business process automation and removing more of the administrative burden for the participants. Further automation within the Online IESO BPMS tools for actual account provisioning direct to and by account holders instead of manual creation and communications will realize same day account issuance for most end users.
In the updated trust model for management of access rights, Authorized Representatives are still at the top of the hierarchy, next are Primary Contacts, next are Rights Administrators, and last are the custodians or holders of an account with rights to access information held by the IESO or exercise functionality offered by IESO systems. 
Authorized Representative is a role given to persons who have the authority to legally bind their organizations. This role group is established for the Participant when the Participation Agreement is signed, and the signatory becomes the first and original Authorized Representative for their organization. The Authorized Representative may, and is encouraged to, delegate additional Authorized Representatives so that a single individual departing the organization does not leave the Authorized Representative role group for their organization empty, thus breaking the trust model and the risk mitigation that provides. Should this happen, a new first and original Authorized Representative must be established for their organization, and the IESO requires a letter and signature of this person to accomplish this.
Authorized Representatives have one specific responsibility in the trust model, and that is assigning Primary Contacts for their organization. Primary Contacts have the responsibility to be the primary point of contact between the IESO and their organization, but within the trust model, their primary responsibility is to assign Rights Administrators and assign additional Primary Contacts. The Authorized Representatives will be asked to establish new Primary Contacts should the Primary Contact role group become vacant for an organization.
Rights Administrators have responsibilities entirely within the scope of the trust model. Those responsibilities are to assign access rights to persons to connect to and use information and systems provided by the IESO. The scope of access rights available to be assigned are defined by the IESO, and entirely based upon the market, program and service provider participations requested by or authorized to that organization. The Primary Contacts will be asked to establish new Rights Administrators should the Rights Administrator role group become vacant for an organization.
Custodians of accounts have responsibilities to conduct the business of their organization and the IESO using the access rights assigned to the accounts they hold. Their responsibility in the trust model is to neither share their account or the account’s credentials nor the misuse the account to cause harm to their organization, the IESO, or stakeholders of the IESO.
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There is no requirement by the IESO for identity proofing of Primary Contacts, Rights Administrators or persons acting in other roles although it is prudent that Participants do so.
It is up to the Participant to determine and employ the identity procedures that best fits within their own policies. Identity proofing an individual is the process of authenticating that an individual is who they claim to be. The process for determining that an individual is who they say they are may vary, but a generally accepted and recommended practice is for the Participant to compare at least two of the individual’s credentials with the physical characteristics of the individual in a face-to-face meeting. An example of this would be for the independent individual to review the Passport and Driver License of the individual and compare the photos with the person present. Additionally, the independent party may ask the individual to sign his name and compare the signed signature with the one on the Passport and Driver’s License.
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This model is the only one going forward. Its use via the Online IESO Registration system reduces administrative overhead for all concerned.
In this model the Participant has an employee that is authorized as the Rights Administrator to manage user accounts of Individual Subscribers or Application Subscribers (Custodian person). A Primary Contact is an employee of the Participant responsible for validating the identity and credentials of Rights Administrator and registering that person in that role for the Participant via the Online IESO Registration system. 
Individual Subscribers and Application Subscribers applying for a User Account will do so via the Rights Administrator who will use the Online IESO Registration system to submit a request for user accounts for those persons.
The Rights Administrator is responsible for handling all user account requests other than Primary Contacts and Authorized Representatives. This includes the User Account issuance and system access role requests, user credential changes and deactivation requests and User Account password reset requests. 
– End of Section –
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The following diagrams represent the flow of work and information relating to the Identity Management procedures among the IESO, and external Participant involved in the procedure.
The steps illustrated in the diagrams are described in detail in Appendix A.
[bookmark: _Toc201756706]Table 41: Legend for Work Flow Diagrams
	Legend
	Description

	Oval
	An event that triggers a task or that completes a task. Trigger events and completion events are numbered sequentially within procedure (01 to 99).

	Task Box
	Shows reference number, the party responsible for performing task (if “other party”), and the task name or brief summary of the task. Reference number (e.g., 1A.02) indicates procedure number within the current Market Manual (1), sub-procedure identifier (if applicable) (e.g. A, AA), and the task number (02).

	Solid horizontal line
	Shows the information flow between the IESO and external parties.

	Solid vertical line
	Shows the linkage between tasks.

	Broken line
	Links trigger events and completion events to the preceding or succeeding task.
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Participant User Account Application Scenario
In this scenario, a Participant employee or contractor applies for a user account and participant contact roles / permissions via the Participant Applicant Representative.
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In this scenario, an existing Individual Subscriber or Application Subscriber applies for a change that does not impact identity credentials directly but does involve granting or revoking one or more participant contact roles and/or system access roles / permissions via an Applicant Representative / Rights Administrator where applicable.
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In this scenario, an existing Individual Subscriber or Application Subscriber submits ‘person’ record changes that impact the credential attributes for the person’s associated personal or machine user account such as name, machine account custodian name, email address, phone number.
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In this scenario, an existing Individual Subscriber’s or Application Subscriber’s account requires removal of participant contact roles and/or system access roles / permissions, and potentially deactivation where it is no longer required and a Participant Applicant Representative and/or Rights Administrator submits those requests.
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In this scenario, an existing Rights Administrator performs an online recovery of their identity credential or requests the recovery of their identity credential via IESO Customer Relations.
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In this scenario, a Participant Primary Contact requests the Rights Administrator role for an employee in either Sandbox and/or Production environments.
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In this scenario, an existing Rights Administrator requests a change that impacts credential attributes for their account such as name, email address, phone number information.
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In this scenario, a person in an existing Rights Administrator role requests participant contact roles and/or system access permissions changes for self or another Rights Administrator.
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In this scenario, the Primary Contact is requesting the termination of a person’s Rights Administrator role (and specific participant contact roles / system access roles) and where applicable deactivation of the related User Account.
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The following diagram represents the process by which an Authorized Representative, Primary Contact, Individual Subscriber, Application Subscriber or Rights Administrator, etc. can activate their IESO Gateway (Online IESO, Energy Market Interface, Outage Management, TRA, Prudential Manager, Dispatch Service system, Reports site) User Account/Password or reset the password for their account. 
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The following diagram represents the process by which the user account password for any Authorized Representative, Primary Contact, Individual Subscriber, Application Subscriber or Rights Administrator, etc. is initialized or reset when logging in to the IESO Gateway. Password initialization or reset involves password changes to a User Account. After password initialization/reset has been completed successfully, the same account may be used to login to the IESO Gateway, Report Site, Energy Market Interface site, Outage Management site, Dispatch Service, Prudential Manager, Transmission Rights Auction, or Online IESO Registration system, etc. where granted access privileges permit. The exception is email based accounts which are specific only to the Online Workspaces system.
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Section organization:
1. What is a Primary Contact?
2. IESO Trust Model and Identity Credential Proofing
3. Appointing a Rights Administrator
4. Instructions for using the IESO Registration System to Register a Rights Administrator and Request an Account and System Access
5. Requesting a Person’s Rights Administrator Role Termination
6. Steps to be Taken When Registering a Rights Administrator for Registration System Access and a User Account.
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The Primary Contact is an officer of a Participant Organization who is authorized by the Authorized Representative (e.g. Senior Officer) to register Rights Administrators for identity credential services on behalf of the Participant Organization. The identities of Primary Contacts are communicated to the IESO by the Authorized Representative via the Online IESO Registration System. Typically, this should be done at the time of initial Participant registration but can be done any time afterwards if missed at that point and it should be done any time a change occurs with a Primary Contact. 
The Primary Contact then designates and delegates the role of the Rights Administrator via the Registration system. The term Credential Subscriber generically refers to any person who possesses an IESO User account.
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Participants have just one trust model provided by the IESO. Although not required to do so by the IESO, it is prudent for each Participant to do their own identity proofing of Rights Administrators, Individual Subscribers and Application Subscribers. Refer to section 3 of this guide regarding the trust model and suggested identity proofing.
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Within the model the Participant has an employee who will act as the Rights Administrator (refer to “Appointing a Rights Administrator” in the section below). Individual Subscribers and Application Subscribers applying for a user account shall go to the Rights Administrator to be proofed and to use the Rights Administrator for all identity credential and IESO system access lifecycle management functions.
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A Rights Administrator is an employee of a Participant Organization that is authorized to perform the face-to-face proofing of Individual Subscribers and Application Subscribers requesting market systems access and an IESO identity credential. As a trusted entity in the IESO Identity Management solution, the Rights Administrator attests to the IESO that to the best of their knowledge the Individual Subscriber or Application Subscriber is who they say they are. 
The method used in appointing a Rights Administrator is at the sole discretion of the Participant Organization. The IESO make no assertions to the individuals that should be selected. The IESO does, however, make the following recommendations on the traits that should be possessed by an individual selected for this Trusted Role:
full time employee of the Participant and not a Contractor working for the Participant;
be in good standing with the government; and
be in good standing with the Participant Organization.
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Refer to section 8 on Registering a Rights Administrator and requesting an account and systems access. 
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A Primary Contact can initiate termination of the role for any Rights Administrator entity under their span of control. To gain a better understanding of the process flow for this request, please reference the “Identity Management Procedural Workflows” in section 4 in this Guide.
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Deactivation of the IESO Market system access and user account is the process of permanently ending the operational period of a User Account’s system access privileges and the User Account as well where applicable from a specified time forward and not reissuing replacement identity credentials. Some of the suggested reasons for requesting user account deactivation of any Participant Rights Administrator entity are detailed below, but the Primary Contact may request a deactivation for any reason they deem necessary:
organization is in bankruptcy or liquidation;
affiliation change;
individual terminates job; or 
job responsibilities no longer require IESO identity credentials
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Refer to section 4.7; Participant Rights Administrator Enrolment Scenario.
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Section organization:
1. What is a Rights Administrator?
2. Instructions for using the IESO Registration System
3. IESO Trust Model and Guidelines for Proofing Credential Subscribers
4. Guidelines for Form Storage, Protection, and Archival
5. IESO Customer Relations Communications
6. Guidelines for Distributing and Using Identity Credential Activation Data
7. Person ID Number
8. Basic Trouble Shooting
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The Rights Administrator is an employee of a Participant who is authorized submits requests for user accounts and system access via the Online IESO Registration system. Throughout this document the term Credential Subscriber refers to the Individual Subscriber and the Application Subscriber (Custodian person).
The Primary Contact shall request an identity credential for the Rights Administrator’s use within the Registration system and shall assign the Rights Administrator role to an employee within the Participant. The same principles and practices apply when issuing credentials to a Rights Administrator as they do when issuing identity credentials to an Individual or Application Subscriber.
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[bookmark: _Toc360192208][bookmark: _Toc360192584]Refer to section 8 on requesting a user account and systems access for a Credential Subscriber. 
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Participants have only one trust model provided by the IESO. Although not required to do so by the IESO, it is prudent for each Participant to do proofing of Individual Subscribers and Application Subscribers and it is up to the Participant to determine and employ the identity procedures that best fits within their own policies. This section of the Rights Administrator Operational Guidelines details proofing guidelines that may be used by Rights Administrators but it is up to each Participant to determine the procedures to be used or not.
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It is recommended that the identity of a Credential Subscriber should be proofed in the following circumstances:
On initial identity credential issuance request,
If a Credential Subscriber requesting an identity credential transaction has not previously authenticated his or her self to the Rights Administrator at the Participant,
If a Credential Subscriber incurs Significant Change, (refer to Appendix B for explanation), or
When deemed necessary by the Rights Administrator.
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The IESO recommends that a person requesting market systems access and an identity credential transaction on behalf of a Participant that has not previously authenticated himself to the Rights Administrator should present himself in person to the Rights Administrator along with two pieces of identification. Original or notarized copies should be provided and at least one piece of identification should be photo identification containing the requester’s current name and address. Examples of appropriate identification include – Valid Passport, Birth Certificate, Valid Provincial/Territorial Driver’s License, Canadian/US/Other Citizenship Certificate, or Organization Identification. 
If the Credential Subscriber requesting the transaction has an existing relationship with the Rights Administrator, the Credential Subscriber should authenticate himself to the Rights Administrator by providing evidence of that relationship. Appropriate techniques can include but are not limited to:
Confirmation of a shared secret; or
Answering pre-defined questions that would be difficult for someone else to correctly answer.
The IESO recommends that the Rights Administrator should verify that the relationship is true and in good standing and that the person’s original credential information is current. It is prudent that the Rights Administrator retain a record of the original proof of identity of the individual based on internal Participant documentation practices. The Credential Subscriber should also retain a copy of this and store it in a secure location for future reference. At no time should the copy be available to any other individual except the Rights Administrator. 
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Although the IESO no longer requires the Participant to do so, internal Participant forms or reports used in the identity management process help establish a paper/ information trail. As such, it is recommended that forms be maintained with security and protection in mind. Following are recommended guidelines for storing and archiving forms in a secure and protected manner:
Only authorized Participant individuals should have access to the completed forms
Any photocopied original Identity Credentials should be highly secured (The IESO suggests that copies of Individual Identity Credentials not be made nor retained by the Participant) 
The Rights Administrator should provide the Credential Subscriber a copy of the forms for their own records
The Participant should have an organised system for active record retrieval and archived record retrieval
Active records should be securely locked in a drawer, filing cabinet, safe, or a similarly secured storage location
It is suggested the Participant archive forms for a minimum of seven (7) years in a secured and environmentally controlled off-site facility.
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In the event that the IESO Registration system is unavailable or where problems are experienced with such, please contact IESO Customer Relations so that they can ensure that any issue with it can be dealt with in a timely manner.
	IESO Customer Relations Toll Free Phone Number:
	1-888-448-7777

	IESO Customer Relations Phone Number:
	905-403-6900

	IESO Customer Relations Fax Number:
	905-403-6921

	IESO Customer Relations e-mail:
	customer.relations@ieso.ca
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The Credential Subscriber who applies for and receives a User Account credential will receive an activation email which will permit them to setup a password and initial login to the IESO Gateway identity management system used for authentication to market facing applications, or IESO Workspaces system or the IESO Reports site. The activation email link for a User Account credential must first be used to setup a password as well as a security question and choose some multifactor authentication options and then login to the IESO Gateway. The activation email link will cease to do so after 90 days after which, if the account is still required, the user will need to communicate to the IESO for a temporary password. The IESO Gateway User Guide details how to initialize a user account.
The same is essentially the same now for the Credential Subscriber (custodian) who applies for and receives an API User Account credential used with the EMI, CROW OCSS, Dispatch Service or Online IESO Web Services or Reports Site (i.e. machine account). They will securely receive an activation email from the IESO Gateway system. The custodian will then need to use the activation email link and in the process of doing so setup the password to one of his/her own choosing and set up the associated security question and answer and any IESO configured MFA options.  However, the machine account will have no market application access permissions in the IESO Gateway and the custodian can logout. The account can then be used with the MIM, OCSS, Dispatch or Online IESO Web Services or Reports site where registered for such use.  The custodian can periodically (on a schedule of his / her own choosing), change the password and security question and answer for the machine account (refer to the IESO Gateway User Guide for the self service password reset procedure).
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Any User Account credential for an IESO personal user account ID shall be up to an 8-character alpha string generated by the IESO Registration system when used by the Rights Administrator under the following algorithm rules where feasible.
Up to 8 characters’ long
Up to the first 7 characters shall represent the last name of the user. It the user’s last name is greater than 7 characters, then it will be truncated at the 7th character 
The 8 character shall be the first letter of the user’s first name. (i.e. Users “Jim Jones” and “Steve MacMasterly” would have user accounts “jonesj” and “macmasts” respectively) 
If the user account already exists for a different person, then the up to the first 6 characters will represent the user’s last name and the 7th and 8th characters will represent the initials from the user’s first and second name. (I.e. Users “Jim L. Smith” and “John H. Smith” would have user accounts “smithjl” and “smithjs” respectively. If users Jim Smith” and “Jim. Smith Jr. exist, user accounts smithj” and “smitji” would be created.) The user profile information in the identity management systems would be populated to accurately reflect the differences.
Any User Account credential for an IESO machine/application account shall be a variable character alpha string generated automatically by the IESO Registration system under the following algorithm rules.
The first 6 characters shall be APIIESO to clearly identify the account as a machine account used for IESO systems.
This shall be followed by up to 5 numeric characters. Each new API account will have the numeric component incremented so that the account ID is unique.
Existing API accounts manually generated before use of the Online IESO Registration System will remain as they are.
The Online IESO Registration system will use automated account provisioning in conjunction with the IESO Gateway system (based on Okta) for creating the account or granting system access privileges. The IESO Gateway system will create the User Account and will via an activation email, send the account information directly to the Credential Subscriber based on the email address provided by the Rights Administrator in the Registration system. It is critical to the trust model employed within the Online IESO Registration system and identity management solutions that the email address for the Individual or Application Subscriber (custodian) be current and accurate.
However, in the event that the email address is incorrectly defined by the Rights Administrator within the Online IESO Registration system and no activation email is received, the Credential Subscriber should contact the Rights Administrator to make a correction to ensure in the delivery of the User Account to the Credential Subscriber by registering the correct email and follow up with IESO Customer Relations. 
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Any User Account credential for an IESO user or machine account used with the IESO Gateway, Report Site, Energy Market Interface, CROW Outage Management system, Dispatch Service, TRA, Prudential Manager, Online IESO system, or any Web Service or the IESO Workspaces system where needed can have its password self reset by the end user via the Gateway login pages.  
In cases where there are problems doing so the end user can request to a have their password reset by IESO Gateway authentication system via IESO Customer Relations.
Where applicable only two methods will be used for reset of the password for the Credential Subscriber; password reset email or a temporary password provided to the end user. Throughout the entire process, knowledge of the password / email must be kept solely between IESO Customer Relations and the Credential Subscriber. Once the email or temporary password has been received by the Credential Subscriber, they can login to the IESO Gateway Identity Management system with that User Account and one-time password or use the password reset email and reset their password as required. 
The Credential Subscriber should have already chosen an appropriate MFA method and security question and appropriate answer for password self-recovery and extra authentication purposes as well.
Passwords have the following rules.
at least 8 characters’ long
zase sensitive 
require a mix of both upper and lower case alpha and numeric characters
allow special characters (various forms of punctuation and other symbols)
no parts of your username
Other rules for User Account passwords include the following:
Passwords shall not be stored in clear text.
Password histories shall be maintained for each user or machine account. The user should not be allowed to reuse any of the last four passwords. 
[bookmark: _Toc103774514][bookmark: _Toc201756770]Delivery of Password Reset Email
There might be a situation where an end user cannot recover their own password and will need to have it reset by an IESO Administrator.  
**Please note: This option should only be considered after attempts to follow the Self Service Password Reset have failed. 
In order to initiate the “Password Reset by Administrator” process, the end user must start by sending an email requesting a password reset to customer.relations@ieso.ca. They should include as much details as possible in this email but at minimum they must include either: 
1. The end user’s email address associated with their IESO Gateway (Okta) Account which should match the one registered for the end user.
OR 
2. Their IESO Gateway (Okta) UserID (if applicable) 
This way the administrators will be able to assist the end user as quickly and as efficiently as possible. Once the Administrator resets the end user’s password, they will receive an email with a “Reset Password” button. If an end user receives this e-mail, they can perform the steps shown in the IESO Gateway User Guide in order to reset their password or refer to section 9 of this document.
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Direct delivery involves delivering the password directly from an IT Operations Administrator to the Credential Subscriber as follows:
By Phone
IESO Customer Relations will phone the Credential Subscriber to deliver the temporary / reset password to the Credential Subscriber validating that they are talking with the correct individual at the time. The phone number will be captured during person registration in the Online IESO system. After receiving the temporary password, the end user can use the procedure as defined in the IESO Gateway User Guide to set a permanent password.
It shall be the responsibility of each person to maintain correct phone and email information in their person record and in their user account.  General company phone numbers alone should not be used for registration or for user accounts. Extensions where applicable should be registered. The Online IESO Registration system will permit each person to login with their user account (once it is created) and perform updates to this information. The system will maintain a historical record of all changes.
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Online IESO Registration of people for a Participant will automatically assign a unique person ID number to each person when that person record is first created. This will enable distinguishing one person with the name of John Smith from another person with the same name for example. Each person will be able to identify their own Person ID number in the Registration system within their person record but they will not be able to alter it.
During the Initial Issuance process for identity credentials, the Rights Administrator, for each Credential Subscriber, will ensure via this Person ID number that they are requesting a User Account for the intended person. The User Account record stored on the system will be linked to the intended person record to ensure future transactions for user system access are correctly processed.
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For situations that require trouble shooting, please contact IESO Customer Relations.
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Section organization:
1. Introduction
2. IESO Trust Model and Identity Credential Proofing
3. Protection of Identity Credential Activation Data
4. Person ID Number
5. Password Creation Guidelines
6. Applying for an IESO Account
7. IESO Systems Access Requests
8. IESO Account Deactivation
9. IESO Account Change 
10. IESO Account Recovery
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These guidelines are meant to supplement Sections 8 and 9 of this Guide to help the Individual Subscriber and the Application Subscribers through the identity credential lifecycle process. Throughout this document the term Credential Subscriber refers to the Individual Subscriber or the Application Subscriber (Custodian person).
To interact with IESO Gateway, Online IESO, Energy Market Interface, CROW Outage Management system, Dispatch Service, Transmission Rights Auction, Prudential Manager, IESO Reports Site or other secure IESO Web servers, individuals require an IESO identity credential (i.e. a User Account / Password). Refer to section 1.4.2 User Account Identity Credentials of this Guide for more information on identity credentials. 
Before receiving an IESO identity credential, it is recommended Participant individuals be positively identified through a secure method of authentication by the Participant Rights Administrator, as the individual or application account is bound to the appropriate identity credential issued to them. Each identity credential will be registered to an individual person (Individual Subscriber or Application Subscriber). 
A User Account is assigned to an individual (person) or application (custodian). Where it is assigned to an application, the Application Subscriber (a.k.a. Application Custodian) is the point of contact even though it may be used by others within the context of machine to machine communications. 
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Participants have just one trust model provided by the IESO. Although not required to do so by the IESO, it is prudent for each Participant to do identity proofing of Credential Subscribers. Refer to section 3 of this guide regarding the trust model and suggested identity proofing. Within this trust model the Credential Subscriber shall communicate with the Rights Administrator to obtain a User Account and request system access privileges.
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In the trust model, the Participant has an employee that will act as the Rights Administrator. Individual Subscribers and Application Subscribers applying for an identity credential shall go to the Rights Administrator to be proofed and to use the Rights Administrator as the liaison between the IESO and the individual for identity credential lifecycle management functions.
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Activation Data is the data required for accessing the User Account or other confidential data; examples of Activation Data include passwords, access codes, biometric authentifiers, and the authorization code. In the IESO implementation Activation Data is required to use a User Account.
The Activation Data required to activate the User Account is a password. The password must be input any time that the identity credential needs to be used.
All Activation Data shall be unique and unpredictable, and of strength appropriate for the information it is protecting. All Activation Data should be generated and installed by the Credential Subscriber in their exclusive custody.
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Online IESO Registration of people for Participants will automatically assign a unique person ID number to each person. This will enable distinguishing one person with the name of John Smith from another person with the same name etc. Each person will be able to identify their own Person ID number in the Registration system within their person record but they will not be able to alter it.
During the Initial Issuance process for identity credentials, the Rights Administrator, for each Credential Subscriber, will ensure via this Person ID number that they are requesting a User Account for the intended person. The User Account record stored on the system will be linked to the intended person record to ensure future transactions for user system access are correctly processed.
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Passwords for all identity credentials are case sensitive (The "Caps Lock" key should be off) and must meet the following rules:
eight characters or longer, (longer is preferable)
contains the following distinguishing features: 
upper-case
lower-case
a numeric character
Special character (punctuation and other symbols). Do not use ampersand &, backslash \, less than symbol <, greater than symbol >, single quote ‘, double quote “
no spaces
no parts of the UserID, username
not a reused password from the last four stored in history
Passwords should not be made up of words that appear in any dictionary or contain the user’s name or User Account.
Passwords should not be easy-to-guess as an easy-to-guess password increases the chances that an attacker can gain access to the private key protected by that password and represent him as a valid user.
[bookmark: _Toc360192234][bookmark: _Toc360192610][bookmark: _Toc103774526][bookmark: _Toc79489123][bookmark: _Toc201756781][bookmark: _Toc173804850][bookmark: _Toc173811803][bookmark: _Toc224637386][bookmark: _Toc224715151]Applying for an IESO Account 
[bookmark: OLE_LINK9][bookmark: OLE_LINK10]In order to apply for Market Systems access and an account the Credential Subscriber should obtain the proper internal approvals and communicate their requirement to the Participant Rights Administrator or Applicant Representative within their organization. Once the Initial Issuance process has been competed the Credential Subscriber will receive an email of the User Account name (i.e. UserID) created and an activation email from the IESO Gateway system. It shall be the responsibility of each person to maintain correct phone and email information in their person record in the Registration system going forward. The Registration system will permit each person to login with their user account (once it is created and activated) and perform updates to this information. The system will maintain a historical record of all changes. 
Refer to Section 9 of this guide for instructions on how to use a User Account’s temporary password.
[bookmark: _Toc331678084][bookmark: _Toc331678085][bookmark: _Toc331678086][bookmark: _Toc331678087][bookmark: _Toc360192235][bookmark: _Toc360192611][bookmark: _Toc103774527][bookmark: _Toc79489124][bookmark: _Toc201756782][bookmark: _Toc173804854][bookmark: _Toc173811807][bookmark: _Toc224637389][bookmark: _Toc224715154]IESO Systems Access Requests
All grant or revoke requests regarding IESO systems access privileges shall be communicated to an authorized Participant Rights Administrator or Applicant Representative along with the appropriate internal Participant approval for such. The Rights Administrator / Applicant Representative will use the Online IESO Registration System to request the user’s account be granted or revoked membership in the appropriate participant contact roles or access role groups regarding the targeted systems access. Contact roles’ access rights typically are enabled immediately within the Online IESO Registration system. The Registration system will record the user’s systems access privileges changes in the IESO master database and an automated provisioning workflow will be created where required by the Registration system to the IESO Gateway system to add or remove the user’s account in the authentication system’s access role groups and notification of the enrolment change will be sent back to the Rights Administrator and also to the Credential Subscriber via email.
[bookmark: _Toc360192236][bookmark: _Toc360192612][bookmark: _Toc103774528][bookmark: _Toc79489125][bookmark: _Toc201756783]IESO Account Deactivation
All requests for IESO account deactivation should be communicated to the Participant Rights Administrator.
[bookmark: _Toc173804855][bookmark: _Toc173811808][bookmark: _Toc224637390][bookmark: _Toc224715155][bookmark: _Toc360192237][bookmark: _Toc360192613][bookmark: _Toc103774529][bookmark: _Toc201756784]Account Deactivation
Account deactivation is the process of permanently ending the operational period of an account from a specified time forward and leaving the User Account in a deactivated state. Some of the suggested reasons for requesting a deactivation of any Participant entity are detailed below.
Organization is in bankruptcy or liquidation
Compromise or suspected compromise of a User Account
Affiliation change of the entity
Account is superseded
Individual terminates job or job responsibilities no longer require an IESO account
Whenever any other circumstances or reasonable care would require that an account be deactivated / revoked.
[bookmark: _Toc173804857][bookmark: _Toc173811810][bookmark: _Toc224637392][bookmark: _Toc224715157][bookmark: _Toc360192238][bookmark: _Toc360192614][bookmark: _Toc103774530][bookmark: _Toc79489126][bookmark: _Toc201756785]IESO Account Change
All requests for an identity credential change should be communicated to the Participant Rights Administrator. 
An identity credential Change request is required if the Subscriber currently has a User Account for use within the IESO Gateway system, Reports site, Online IESO Registration system, Prudential system, Energy Market Interface, Outage Management System, TRA system or MIM, Dispatch or OCSS web services and the user account attributes have become inaccurate (e.g. name change, email address change, phone number change) or system access requirements have changed.
[bookmark: _Toc360196279][bookmark: _Toc360196280][bookmark: _Toc173804858][bookmark: _Toc173811811][bookmark: _Toc224637393][bookmark: _Toc224715158][bookmark: _Toc360192239][bookmark: _Toc360192615][bookmark: _Toc103774531][bookmark: _Toc79489127][bookmark: _Toc201756786]Account Recovery
All requests for User Account ‘forgotten password’ reset that the users (or custodian for machine accounts) cannot reset themselves with their self-chosen security questions and answers) should first be communicated to the Participant Rights Administrator. However, forgotten User Account password reset requests may be communicated verbally or via email to the IESO Customer Relations contact. Sufficient user verifying information (i.e. account information, Person ID number etc.) must be provided by the user to sufficiently identify the request as genuine and enable password reset, otherwise the request will be denied.
Once the User Account and temporary password or a password reset email is communicated to the Credential Subscriber, the user can log on to the IESO Gateway system and change their password if and where applicable. 
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[bookmark: _Use_of_the][bookmark: _Toc103774532][bookmark: _Toc79489128][bookmark: _Toc201756787]Use of the Online IESO Registration System
[bookmark: _Toc173804862][bookmark: _Toc173811815][bookmark: _Toc224637397][bookmark: _Toc224715162][bookmark: _Toc360192241][bookmark: _Toc360192617][bookmark: _Toc103774533][bookmark: _Toc79489129][bookmark: _Toc201756788]Introduction
Participants shall be able use the Online IESO Registration System to establish the identity of Authorized Representatives, Primary Contacts, Rights Administrators, Individual Subscribers and Application Subscribers, assign them to specific Contact roles and request User Accounts for all. Participants maintain the trust model described in section 3 via the use of the Registration System. This must be done independently in both Sandbox and Production Registration systems as required by Participants. The choice of who to register in the Sandbox and Production Registration systems is up to each Participant.
Once one or more Authorized Representatives for a Participant have been established any one of them can login to the Registration System to define and designate persons in the role of Primary Contact who in turn can define and assign persons in the role of Rights Administrator. The steps shown below apply to the Rights Administrator role for requesting user accounts and systems access for other users.
The IESO makes a distinction between ‘Person’ and ‘User Account’ in its systems. Within the Registration System a person record represents an individual person and the data within the records for that person define who they are. A person’s data such as name, email address, phone number etc., may change over time and this can be updated in the Registration system. A person’s relationship with one or more organizations in various Participant contact roles may exist over time as well. A User Account record however defines the electronic identity credentials that a person may be associated with and a user account is categorized as either a Personal account or a Machine account as defined in section 7.1. A person’s record may be associated to one or more personal or machine accounts in the Registration system and in addition a person’s personal or machine user account(s) may be associated to one or more Participant contact roles or system access roles for various Participants over time as required. Rights Administrators will use the Registration system to define unique Person records and request user accounts for each person.
[bookmark: _Toc103774534][bookmark: _Toc103776317][bookmark: _Toc107303841][bookmark: _Toc107303998][bookmark: _Toc360192242][bookmark: _Toc360192618][bookmark: _Toc103774535][bookmark: _Toc201756789]Login to the Online IESO Registration System
All Participant Organization Applicant Representatives, Contacts and Rights Administrators can access the Online IESO system by first navigating to the IESO Gateway system (either Sandbox or Production environment)  to access the login page as shown in Figure 8-1.
Ensure that they are using the IESO supported browser and operating system as listed on the Supported Client Platform page available on the IESO Corporate website.
The IESO legal disclaimer will be displayed on the login page as shown.
Note that this section shall not deal with other market application functionality now available in Online IESO other than for registration identity and access permission processes.
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[bookmark: _Toc79484411][bookmark: _Toc167789636][bookmark: _Toc195192257][bookmark: _Toc201756643]Figure 81: IESO Gateway Login Page with Legal Disclaimer 
The person’s Sandbox and/or Production user account is common for all applications including Online IESO Registration systems in each environment but the same account/password instance is not used between Production and Sandbox environments.
Once logged in, the link in each Gateway environment will navigate the Participant user to the associated Sandbox or Production Online IESO Registration system as shown in the example in Figure 8-2.
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[bookmark: _Toc79484412][bookmark: _Toc167789637][bookmark: _Toc195192258][bookmark: _Toc201756644]Figure 82: Gateway System Landing Page Example
The “Need help signing in?” link on the Gateway login page will navigate the user to the corresponding Portal login page (Sandbox or Production) where they can attempt to recover the password. Refer to section 9.1.2. The person’s Sandbox and/or Production user account is common for all applications within the IESO Gateway including the Online IESO Registration system in each environment, but the same account/password is not used between Production and Sandbox.
[bookmark: _Toc103774536][bookmark: _Toc103776319][bookmark: _Toc107303843][bookmark: _Toc107304000][bookmark: _Toc360192244][bookmark: _Toc360192620][bookmark: _Toc103774537][bookmark: _Toc201756790]Online IESO – Registration Application Actions
8.1.2.1. [bookmark: _Toc17980462]Applicant Representative
Successful login to the IESO Gateway and then navigating to the Online IESO Registration system by an Applicant Representative will take them to an ‘Actions’ page as shown in Figure 8-3.
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[bookmark: _Toc79484413][bookmark: _Toc167789638][bookmark: _Toc195192259][bookmark: _Toc201756645]Figure 83: Online IESO Applicant Representative - Actions Page
He or she can choose to update their own personal contact information, Manage Enrolment requests, Manage Participations, Manage Resources (i.e. user- resource relationships) or Update Organization (i.e. contacts etc.).
8.1.2.2. [bookmark: _Toc17980463]Participations
The Applicant Representative can choose “Manage Participation” to begin a process instance for requesting participation for their organization from one of those listed in the Online Guide for all Contact Roles. This will impact what contact roles can be requested for various individuals at the participant. Once ‘Manage Participation’ has been chosen the Applicant Representative will be presented with the page to choose the type of Participation as shown in Figure 8-4.
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[bookmark: _Toc79484414][bookmark: _Toc167789639][bookmark: _Toc195192260][bookmark: _Toc201756646]Figure 84: Online IESO Applicant Representative – Select Participation Type Page
The Applicant Representative can choose one of 3 options from the drop down and click on the ‘Next’ button. This will limit choosing the actual type of participation.
[image: ]
[bookmark: _Toc79484415][bookmark: _Toc167789640][bookmark: _Toc195192261][bookmark: _Toc201756647]Figure 85: Online IESO Applicant Representative – Select Participation Type Option
For example, if Market Participation is chosen then the Applicant Representative will be present with the page shown in Figure 8-6.
[image: ]
[bookmark: _Toc79484416][bookmark: _Toc167789641][bookmark: _Toc195192262][bookmark: _Toc201756648]Figure 86: Online IESO Applicant Representative – Market Participation Type
The Applicant Representative can then choose the desired participation for the Market category from the dropdown list as shown in Figure 8-7.
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[bookmark: _Toc79484417][bookmark: _Toc167789642][bookmark: _Toc195192263][bookmark: _Toc201756649]Figure 87: Online IESO Applicant Representative – Market Participation Choices
The Applicant Representative could choose to enable her/his organization to participate in capacity auctions as shown in Figure 8-8 and then select the ‘Next’ button.
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[bookmark: _Toc79484418][bookmark: _Toc167789643][bookmark: _Toc195192264][bookmark: _Toc201756650]Figure 88: Online IESO Applicant Representative – Choosing Capacity Auction Market Participation
The page would then update to show the Applicant Representative what tasks are next needed to be done as shown in Figure 8-9
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[bookmark: _Toc79484419][bookmark: _Toc167789644][bookmark: _Toc195192265][bookmark: _Toc201756651]Figure 89: Online IESO Applicant Representative – Participation Required Tasks 
The Applicant Representative would then just select the ‘Proceed’ button to complete the Participation registration and return to the Actions main page and assign contacts and verify connectivity for the contacts to the required IESO IT system that the participation is permitting.
8.1.2.3. [bookmark: _Toc17980464]Update Organization and Contacts
The Applicant Representative can choose ‘Update Organization’ to update Contact Roles to add one or more people to a desired contact role once the required participations applied for have been granted and approved by the IESO. The list of contact roles available (dependent on the registered participations) is shown in the Guide for all Contact Roles (ieso.ca) webpage.
Once a required participation for an organization is active the Applicant Representative can choose Update Organization and then choose to Update Contact Role(s) from the dropdown list as shown in Figure 8-10 and then select the Next button to proceed.
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[bookmark: _Toc79484420][bookmark: _Toc167789645][bookmark: _Toc195192266][bookmark: _Toc201756652]Figure 810: Online IESO Applicant Representative Update Organization Request Type
They can then choose to do so: “By Person”, “By Role” or “By Section” buttons
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[bookmark: _Toc79484421][bookmark: _Toc167789646][bookmark: _Toc195192267][bookmark: _Toc201756653]Figure 811: Online IESO Applicant Representative Update Contact Role(s) Update Type
If choosing ‘By Person’ the Applicant Representative will need to know some information about the person they want to register a contact role for so they can search for and select that person.
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[bookmark: _Toc79484422][bookmark: _Toc167789647][bookmark: _Toc195192268][bookmark: _Toc201756654]Figure 812: Online IESO Applicant Representative Update Contact Role(s) Registered Person Search
For example, if the Applicant Representative knows the person’s last name is Smith they can type Smith (or any part of the last name) in and click on ‘Search for Person’. The results would show all people with Smith (or all those with last names matching the pattern input) as a last name and the Applicant Representative can sift through the list until they find the right person. The list is not necessarily sorted alphabetically so multiple pages may have to be looked at. 
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[bookmark: _Toc79484423][bookmark: _Toc167789648][bookmark: _Toc195192269][bookmark: _Toc201756655]Figure 813: Online IESO Applicant Representative Update Contact Role(s) Registered Person Search Results
The Applicant Representative can enter in both last and first names and do a search. Figure 8-14 contains an example for “Smith” and “Bob”.
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[bookmark: _Toc79484424][bookmark: _Toc167789649][bookmark: _Toc195192270][bookmark: _Toc201756656]Figure 814: Online IESO Applicant Representative Update Contact Role(s) Registered Person Search Results 2
The Applicant Representative upon finding and choosing the right person, (e.g. “Bob Smith”) with the correct Person ID, would check mark that person in the list and select ‘Next’. The system will present a list of available contact roles that person can be made a member of. The Applicant Representative must make absolutely sure they are choosing the correct person where multiple people have the same name.
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[bookmark: _Toc79481427][bookmark: _Toc79484425][bookmark: _Toc167789650][bookmark: _Toc195192271][bookmark: _Toc201756657]Figure 815: Online IESO Applicant Representative Update Contact Role(s) Selection for Selected Person
If the person needed to be added as a Settlements contact, the Applicant Representative would check mark that Contact Role selection and select the Add Contact Role(s) button. In this example. the page will update showing that one person will now be added to the Settlements Contact Role
[image: ]
[bookmark: _Toc79484426][bookmark: _Toc167789651][bookmark: _Toc195192272][bookmark: _Toc201756658]Figure 816: Online IESO Applicant Representative Update Contact Role(s) Added Person
The Applicant Representative will then select the ‘Done’ button to continue with registering the person as a contact or ‘Cancel’ or choose and ‘Add (other) Contact Role(s)’ or choose and ‘Remove (other) Contact Role(s)’. Upon choosing ‘Done’ the page shown in Figure 8-17 will be displayed. Where applicable automated provisioning with the IESO Gateway system will add the person’s actual user account to the required role group(s) so that they have access ASAP.
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[bookmark: _Toc79484427][bookmark: _Toc167789652][bookmark: _Toc195192273][bookmark: _Toc201756659]Figure 817: Online IESO Applicant Representative Update Contact Role(s), Confirmation
The Applicant Representative can choose ‘Confirm’ or ‘Cancel’. Upon choosing confirm they will get one last chance to abort the addition or go ahead with it as shown in Figure 8-18.
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[bookmark: _Toc79481428][bookmark: _Toc79484428][bookmark: _Toc167789653][bookmark: _Toc195192274][bookmark: _Toc201756660]Figure 818: Online IESO Applicant Representative Update Contact Role(s), Final Confirmation
Alternatively, the Applicant Representative can choose the ‘By Role’ selection to retrieve all applicable roles for their organization’s active participations. This will result in a list similar to the one shown in Figure 8-19.
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[bookmark: _Toc79484429][bookmark: _Toc167789654][bookmark: _Toc195192275][bookmark: _Toc201756661]Figure 819: Online IESO Applicant Representative Update Contact Role(s) Select Contact Role List
Choosing any contact role (e.g. Dispatch Data Submitter) and selecting the Next button will show a list of those already in that role (Figure 8-20) and options to Cancel, Remove Person or Add Person or choose ‘Done’. Choosing Add Person will provide the ’Search for a Registered Person’ page as shown above in Figure 8-6.
[image: ]
[bookmark: _Toc79484430][bookmark: _Toc167789655][bookmark: _Toc195192276][bookmark: _Toc201756662]Figure 820: Online IESO Applicant Representative Update Contact Role(s) – Existing Contacts
Choosing the desired “Bob Smith” person and the Next button will result in that shown in Figure 8-21. The existing people will show as existing and “Bob Smith” with no status.
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[bookmark: _Toc79484431][bookmark: _Toc167789656][bookmark: _Toc195192277][bookmark: _Toc201756663]Figure 821: Online IESO Applicant Representative Update Contact Role(s) – Existing plus New Contacts
Selecting Done will display a primary Confirmation page as in Figure 8-22. Selecting Confirm will prompt the Applicant Representative to select Yes or No to proceed. Selecting ‘Yes’ will add the person to the contact role. Where applicable automated provisioning with the IESO Gateway system will update the person’s actual user account to the additional required role group(s) so that their access is updated as soon as possible.
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[bookmark: _Toc79484432][bookmark: _Toc167789657][bookmark: _Toc195192278][bookmark: _Toc201756664]Figure 822: Online IESO Applicant Representative Update Contact Role(s) – Primary Confirmation
8.1.2.4. [bookmark: _Toc17980465]Rights Administrator
Successful login to the Online IESO Registration system by a Rights Administrator will take them to an Actions page as shown in Figure 8-23. The Rights Administrator user can choose “Grant/Revoke Access” to begin a process instance for granting or revoking IESO systems access for a User Account for the Participant(s) the Rights Administrator represents. They can also choose to update their own personal contact information, request systems access to IESO systems (inside or outside of Online IESO) for themselves or request to register with the “Manage My Information” choice.
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[bookmark: _Toc79484433][bookmark: _Toc167789658][bookmark: _Toc195192279][bookmark: _Toc201756665]Figure 823: Online IESO Registration System Rights Administrator Actions Page
Other Participant contacts can login to the Online IESO / Registration System and choose the “Manage My Information” task as shown by the example in Figure 8-24 to edit/update their own person information such as name, phone numbers, address, email addresses and any contact notes.
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[bookmark: _Toc79484434][bookmark: _Toc167789659][bookmark: _Toc195192280][bookmark: _Toc201756666]Figure 824: Online IESO Registration System Normal Contact Actions Page
8.1.3. [bookmark: _Toc103774538][bookmark: _Toc103776321][bookmark: _Toc107303845][bookmark: _Toc107304002][bookmark: _Toc360192245][bookmark: _Toc360192621][bookmark: _Toc103774539][bookmark: _Toc201756791]Online IESO Registration System Grant/Revoke Access
8.1.3.1. [bookmark: _Toc360192246][bookmark: _Toc360192622][bookmark: _Toc17980467]Select System Access Request Type
Upon choosing the Grant/Revoke Access, task the Rights Administrator, if they only represent one Participant organization, will be navigated to a “Select System Access Request Type” page as shown by the example in Figure 8-26 where the Participant organization they represent will be shown and a drop down selection list of the System Access Request Types can be chosen to start the process. 
If the Rights Administrator represents multiple Participant organizations, they will first be navigated to a page “Choose an Organization” as shown by the example in Figure 8-25 where they must choose which organization they will be processing the Grant/Revoke access task for and click on the “Next” button.
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[bookmark: _Toc79484435][bookmark: _Toc167789660][bookmark: _Toc195192281][bookmark: _Toc201756667]Figure 825: Choose an Organization Page
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[bookmark: _Toc79484436][bookmark: _Toc167789661][bookmark: _Toc195192282][bookmark: _Toc201756668]Figure 826: Select System Access Request Type Page
Upon landing on the Select System Access Request Type Page the Rights Administrator must choose either “Grant Access Role(s)” or “Revoke Access Role(s)” as required by the situation and click on the “Next” button. This will navigate the Rights Administrator to a “Select Account Type” page as shown in Figure 8-27. In the example provided, a grant access role(s) request is shown. The page for revoke access role(s) will be similar.
Both the “Grant Access Role(s)” or “Revoke Access Role(s)” processes will require the selection of an account type. However, while the “Grant Access Role(s)” process will later let the Rights Administrator choose an existing person or machine account or create a new person or machine account, the “Revoke Access Role(s)” will only apply to existing person or machine accounts.
8.1.3.2. [bookmark: _Toc360192247][bookmark: _Toc360192623][bookmark: _Toc17980468]Select Account Type
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[bookmark: _Toc79484437][bookmark: _Toc167789662][bookmark: _Toc195192283][bookmark: _Toc201756669]Figure 827: Select Account Type Page - Grant
The choices in the drop down list for account type are “Person” for use by an individual or “Machine” for use with API communications. The Rights Administrator must choose one or the other as the situation requires and click on the “Next’ button to continue. This will navigate the Rights Administrator to a “Search for a Registered Person” page as shown in Figure 8-28 where they can search for the person who already possesses a user account. In the example provided, a grant access role(s) request page is shown. The page for revoke access role(s) will be similar for selecting a registered person.
8.1.3.3. [bookmark: _Toc360192248][bookmark: _Toc360192624][bookmark: _Toc17980469]Search and Select a Registered Person
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[bookmark: _Toc79484438][bookmark: _Toc167789663][bookmark: _Toc195192284][bookmark: _Toc201756670]Figure 828: Search for a Registered Person Page - Grant
The Rights Administrator can search based on the Person ID if it is known (i.e. it should be) or the last name or first name of the person that the Grant/Revoke access role(s) request is for. Once the Rights Administrator has filled in the search parameters they must click on the “Next” button. This will start the search and return all existing results as shown by the example for “Select a Registered Person” page in Figure 8-29 or none if there is no match found. 
It is possible that person record(s) may be retrieved for people with the same first and last names as the actual person the Rights Administrator is dealing with. It is up to the Rights Administrator to verify that an existing person record retrieved is for the intended person or not. For grant access role(s) requests, if no existing registered person record exists for the intended person, the Rights Administrator can proceed to creation of a new person record for the targeted individual. The Rights Administrator should conduct a thorough search via the “Refine Search” button before selecting one of the retrieved person results and clicking on the “Next” button before attempting to create a new Person Record with the Register New Person.
Note that for all existing registered persons, User Accounts will already exist for them. 
For Persons being newly registered by the Rights Administrator for the grant access role(s) request process, the Registration system will at the appropriate point in the process include within the grant ticket issued to the IESO, the instructions to create an account for the person with an automatically assigned User Name. Once IESO Access Management creates the actual account, the Registration system will email the person with the user account name details
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[bookmark: _Toc79484439][bookmark: _Toc167789664][bookmark: _Toc195192285][bookmark: _Toc201756671]Figure 829: Select a Registered Person Page - Grant
Where an existing person record is not found and the Rights Administrator clicks on the “Register New Person” button, the Rights Administrator will be navigated to a “Register a New Person’ page as shown by the example in Figure 8-30. 
 If the Rights Administrator does choose an existing person by check marking the row and clicking on the Next button they will be navigated to:
A “Select Access Roles to be Granted” page as shown in Figure 8-32 if the “Grant Access Role(s)” system access request type was chosen; or  
A “Select Access Roles to be Revoked” page as shown in Figure 8-34 if the “Revoke Access Role(s)” system access request type was chosen.
8.1.3.4. [bookmark: _Toc360192249][bookmark: _Toc360192625][bookmark: _Toc17980470]Register a New Person
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[bookmark: _Toc79484440][bookmark: _Toc167789665][bookmark: _Toc195192286][bookmark: _Toc201756672]Figure 830: Register a New Person Page - Grant
All required attributes for the person must be filled in before clicking on “Next” button. A new unique Person ID will be automatically assigned by the system when it is saved and this can be referenced later as required. 
When the Rights Administrator clicks on “Next” they will be navigated to a Confirm New Person Registration as shown in Figure 8-31. The Rights Administrator can choose to “Go Back” to correct or fill in any information or click on the “Next” button.
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[bookmark: _Toc79484441][bookmark: _Toc167789666][bookmark: _Toc195192287][bookmark: _Toc201756673]Figure 831: Confirm New Person Registration Page - Grant
After the Register and Confirm New Person Registration sub-process flow the Rights Administrator will then be navigated to the “Select Access Roles to be Granted” page as shown in Figure 8-32. Note that the Person ID information is now displayed.
In the case of revoking access roles, the Rights Administrator will then be navigated to the “Select Access Roles to be Revoked” page as shown in Figure 8-34.
The information displayed for an existing person being processed for either a grant or revoke access role(s) request will show any existing access roles (that a user account for the person is associated with) for the Participant organization.
The “Select Access Role(s) to be Granted” page will only display personal account related access roles associated to the Market or Program participation that the organization has registered for. This is true for the “Select Access Role(s) to be Revoked” page as well.
This is to prevent unintended Grant or Revoke requests from being submitted to the IESO Gateway system for the Participant person. If an access role is not shown that the Rights Administrator thinks should be there, they should contact IESO Customer Relations. It is possible that a technical problem could exist or it may be possible that the Participant needs to register for additional Markets or Programs. This document does not cover registering for Markets or Programs by a Participant.
8.1.3.5. [bookmark: _Toc360192250][bookmark: _Toc360192626][bookmark: _Toc17980471]Select Access Roles to be Granted
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[bookmark: _Toc79484442][bookmark: _Toc167789667][bookmark: _Toc195192288][bookmark: _Toc201756674]Figure 832: Select Access Roles to be Granted Page
The Rights Administrator should in the case of granting access roles to the person, choose only the required access roles (i.e. those authorized for the person by the Participant) by check marking them and clicking on the “Next” button. Multiple access roles available may be displayed by the first, next previous and last arrow buttons shown on the page.
Once the Rights Administrator has clicked on the “Next” button they will be navigated to a “Confirm Access Role(s) to be Granted” page as shown in Figure 8-33.
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[bookmark: _Toc79484443][bookmark: _Toc167789668][bookmark: _Toc195192289][bookmark: _Toc201756675]Figure 833: Confirm Access Role(s) to be Granted Page
The page will show the access roles selected and the Rights Administrator can use either the “Go Back” button to correct the selected access roles or click on the “Confirm” button and continue the process. Once confirmed, the system will associate the access roles to the person’s primary user account for the Participant organization chosen and send an automated provisioning grant request to the IESO Gateway system to enroll the person’s account in the access roles requested.
8.1.3.6. [bookmark: _Toc360192251][bookmark: _Toc360192627][bookmark: _Toc17980472]Select Access Roles to be Revoked
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[bookmark: _Toc79484444][bookmark: _Toc167789669][bookmark: _Toc195192290][bookmark: _Toc201756676]Figure 834: Select Access Roles to be Revoked Page
The “Select Access Role(s) to be Revoked” page will show only those access roles the person’s user account is currently associated with.
The Rights Administrator should in the case of revoking access roles to the person, choose only the targeted access roles (i.e. those authorized for revocation by the Participant) by check marking them and clicking on the “Next” button. Multiple access roles available may be displayed by the first, next previous and last arrow buttons shown on the page. The page does provide a “Revoke All” button to conveniently permit the Rights Administrator to request revocation of all access roles for the person’s user account if that is what the Rights Administrator has been authorized to do.
Once the Rights Administrator has clicked on the “Next” button they will be navigated to a “Confirm Access Role(s) to be Revoked” page as shown in Figure 8-35.
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[bookmark: _Toc79484445][bookmark: _Toc167789670][bookmark: _Toc195192291][bookmark: _Toc201756677]Figure 835: Confirm Access Role(s) to be Revoked Page
The page will show the access roles selected for revocation and the Rights Administrator can use either the “Go Back” button to correct the selected access roles or click on the “Confirm” button and continue the process. Once confirmed the system will process the access roles to be revoked for the person’s primary user account for the Participant organization chosen and send an automated provisioning revoke request to the IESO Gateway system to remove the association that the person’s account has with the access roles requested.
8.1.3.7. [bookmark: _Toc360192252][bookmark: _Toc360192628][bookmark: _Toc17980473]Machine Account Grant or Revoke Access Requests
When a Rights Administrator chooses the machine account selection within the dropdown on the “Select Account Type” page shown above in Figure 8-27 and clicks on the “next’ button, they will be redirected to the “Select Machine Account” page as shown by the example in Figure 8-36 for grant access role(s) requests. The page for revoke access role(s) for machine account selection is shown by the example in Figure 8-37.
The Rights Administrator can choose to search for an existing machine account and choose it or click on the “New Machine Account” button if a new one is required. The Rights Administrator must know the Machine Account ID when they want to find and choose an existing one and the choice of an existing one must be done carefully to prevent unintended access role changes and potential confidentiality breaches or loss of access.
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[bookmark: _Toc79484446][bookmark: _Toc167789671][bookmark: _Toc195192292][bookmark: _Toc201756678]Figure 836: Select Machine Account Page - Grant
[bookmark: _Toc360192253][image: ]
[bookmark: _Toc79484447][bookmark: _Toc167789672][bookmark: _Toc195192293][bookmark: _Toc201756679]Figure 837: Select Machine Account Page - Revoke
Note the warning regarding revocation of machine account access roles on the page.
If the Rights Administrator enters a non-existent Machine Account ID it will not be found and the system will inform the Rights Administrator when they click on the “Next” button.
If a machine account ID is found when the Next” button is clicked, a “Confirm Existing Machine Account” page will be displayed as shown in the example in Figure 8-38. The page shown is for grant access role(s). The one for the revoke access roles for machine account process is similar.
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[bookmark: _Toc79484448][bookmark: _Toc167789673][bookmark: _Toc195192294][bookmark: _Toc201756680]Figure 838: Confirm Existing Machine Account Page - Grant
The “Confirm Existing Machine Account” page will show the selected machine account and its custodian person information. This will enable the Rights Administrator to verify that they have chosen the intended machine account to assign access roles to for the selected Participant. If it is not the correct machine account, the Rights Administrator can use the “Go back” button to enter and search for the right one to use.
8.1.3.8. [bookmark: _Toc360192254][bookmark: _Toc360192629][bookmark: _Toc17980474]New Machine Account
When a Rights Administrator chooses the process to create a new machine account they will be navigated to the “Create Machine Account for Access Role Grant” page as shown by the example in Figure 8-39. The Rights Administrator must provide the IP Address assigned to the Participant workstation or server where this machine account will be used so that the IESO can use it in defining firewall rules to permit communications between the selected Participant workstation or server and IESO systems. The rationale is that machine account passwords assigned by the custodian after receiving an IESO Gateway activation email and creating the user account will typically be enduring and potentially more subject to a breach of security so firewall rules at the IESO will limit the use of the machine account to the registered Participant system.
Once the Rights Administrator enters the Participant IP address to be associated to the new machine account and clicks on the “Next” button, they will be navigated to the “Search for a Registered Person” page as shown in Figure 8-28 to start the process to choose a Custodian for the machine account. Through the person selection process the Rights Administrator can choose to either choose to assign an existing person to the machine account as custodian or register a new person as custodian as shown in Figures 8-29 through 8-31.
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[bookmark: _Toc79484449][bookmark: _Toc167789674][bookmark: _Toc195192295][bookmark: _Toc201756681]Figure 839: Create Machine Account for Access Role Grant Page
Once the Rights Administrator has either:
1. Confirmed an existing machine account to be used; or
Chosen or entered the custodian person associated with the new machine account
they will be navigated to the Select Access Role(s) to be Granted” page for the machine account as shown by the example in Figure 8-40. 
For revocation of access role requests for existing machine accounts the Rights Administrator will be navigated to a Select Access Role(s) to be Revoked” page similar to that shown by Figure 8-34 except that only machine account access role associated to the account will be available for selection.
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[bookmark: _Toc79484450][bookmark: _Toc167789675][bookmark: _Toc195192296][bookmark: _Toc201756682]Figure 840: Select Access Role(s) to be Granted – Machine Account Page
The information displayed for an existing machine account/custodian being processed for a new grant or revoke access role will show any existing access roles (that the machine account/custodian is associated with) for the Participant organization.
The “Select Access Role(s) to be Granted” page(s) will only display machine account related access roles associated to the Market or Program participation that the organization has registered for. This is to prevent unintended ‘grant’ requests from being submitted to the IESO for the Participant machine account. If an access role is not shown that the Rights Administrator thinks should be there, they should contact IESO Customer Relations. It is possible that a technical problem could exist or it may be possible that the Participant needs to register for additional Markets or Programs. 
The Rights Administrator should in the case of granting access roles to the machine account, choose only the required access roles (i.e. those authorized for the machine account by the Participant) by check marking them and clicking on the “Next” button. Multiple access roles available may be displayed by the first, next previous and last arrow buttons shown on the page.
Once the Rights Administrator has clicked on the “Next” button they will be navigated to a “Confirm Access Role(s) to be Granted” page as shown in Figure 8-41. 
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[bookmark: _Toc79484451][bookmark: _Toc167789676][bookmark: _Toc195192297][bookmark: _Toc201756683]Figure 841: Confirm Access Role(s) to be Granted – Machine Account Page
The page will show the access roles selected to be granted and the Rights Administrator can use either the “Go Back” button to correct the selected access roles or click on the “Confirm” button and continue the process. Once confirmed the system will associate the access roles to the machine account for the Participant organization chosen and send an automated provisioning grant request to the IESO Gateway system to enroll the actual machine account in the access roles requested.
For revoke access role(s) requests for machine accounts upon selection by the Rights Administrator of the required access roles to be revoked and clicking on the “Next” button (or use of the “Revoke All” button) they will be navigated to a Confirm Access Role(s) to be Revoke page similar to that shown in Figure 8-35. The page will show the access roles selected for revocation and the Rights Administrator can use either the “Go Back” button to correct the selected access roles or click on the “Confirm” button and continue the process. Once confirmed the system will process the access roles to be revoked for the machine account for the Participant organization chosen and send an automated provisioning revoke request to the IESO Gateway system to remove the membership that the machine account has with the access roles requested.
8.1.4. [bookmark: _Toc360192255][bookmark: _Toc360192630][bookmark: _Toc103774540][bookmark: _Toc201756792]Registration System Mange Contact Information
When a Rights administrator or any normal Participant contact person chooses the “Manage My Information” task as shown in Figures 8-23 or 8-24 above they will be navigated to a “Choose an Action” page where they can select the “Update Person Information” selection in the dropdown selection list as shown in the example in Figure 8-42.
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[bookmark: _Toc79484452][bookmark: _Toc167789677][bookmark: _Toc195192298][bookmark: _Toc201756684]Figure 842: Choose an Action Page
The user can then click on the “Continue” button to navigate to the “Update Person Information” page for their person record as shown in the example in Figure 8-43.
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[bookmark: _Toc79484453][bookmark: _Toc167789678][bookmark: _Toc195192299][bookmark: _Toc201756685]Figure 843: Update Person Information Page
The Person information retrieved will be that currently active on the system. However, all changes are maintained in historical records within the system. All of the required mandatory fields will of course be populated and these can be edited with updated information but they cannot be made blank and then saved. It is up to each person to maintain their own person information so that it is current and accurate. Once a Participant contact is satisfied with any updates they can click on the “Continue” button. This will navigate them to a “Confirm Person Information” page as shown by the example in Figure 8-44.
[image: ]
[bookmark: _Toc79484454][bookmark: _Toc167789679][bookmark: _Toc195192300][bookmark: _Toc201756686]Figure 844: Confirm Person Information Page
Where the information shown on the “Confirm Person Information” page is not correct or incomplete the Participant contact can choose to use the “Back” button to go back and edit the data and then use the “Continue” button to go the confirm page.
If the Participant contact is satisfied with the ‘person’ information as shown on the page, they can choose to click on the “Finish” button. This will commit the data to the Online IESO Registration system. 
For name, main phone and main email attribute updates committed to the Registration system, the system will automatically and transparently generate a provisioning change request in the background to the IESO Gateway system to update any associated user accounts linked to the person record with those attribute values. This will ensure that any user personal and machine account information is kept up to date immediately as well.
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Passwords used with User Accounts issued for use with the IESO Gateway, Online IESO system, Reports site, Energy Market Interface (EMI), Prudential system and CROW Outage Management system etc. can be changed or reset via four separate methods.
Password setup on account initialization / first time login to the IESO Gateway Once the password has been setup on login to the Gateway, the account may be used with the Online IESO system, IESO Workspaces (replaces IESO Portal Collaboration and Watchdox), Transmission Rights Auction, Prudential Manager, IESO Reports site, Energy Market Interface, Dispatch Service or CROW Outage Management system etc., depending on the access permissions the user has been granted.
Password Self Recovery during IESO Gateway system login when a user has fForgotten their Password. The user must have already selected their multifactor authentication options and the security question and answer to do this self-recovery.
Request to the IESO Customer Relations to have their password reset and a new temporary password issued to the user via email.
Password normal manual change after login via the IESO Gateway ‘Security Profile’ password change capability located on the ‘Security Profile’ user dashboard page.
The IESO Gateway User Guide also provides details on all of the above.
Note:  The IESO Gateway, Online IESO, IESO Reports Site, Energy Market Interface and CROW Outage Management System etc. all use common User Accounts. Changes to the password for a User Account within the Gateway for example will automatically be applicable and usable for the Online IESO system, Transmission Rights Auction, Prudential Manager, IESO Reports site, Energy Market Interface, Dispatch Service and CROW Outage Management System etc.
The user will upon account initialization and logging in to the IESO Gateway for the first time, select the multifactor authentication options and a security question and answer to be used for password self-recovery and stronger authentication when login circumstances warrant (i.e. different workstation used than normal or account used at abnormal time of day etc.). 
Multifactor authentication may be presented to the user during each subsequent login to the Gateway depending on circumstances. The method used will be based on what the user selected during account initialization; i.e. Okta Verify , SMS Authentication, Email Verification, or Security Question.
The security question can be selected from a randomly produced short list from a larger number of possible predefined choices. The choices shown available should meet all users’ possible circumstances.
Once the MFA options and security question have been selected and answer input, the MFA and question choices can be changed after Gateway logon at any time via the Security Profile page in the IESO Gateway.
The answer to the security question is not ‘case sensitive’ and can use any ASCII characters. However, the user should the security question that permits them to best enter an answer that has personal meaning in order to be easily remembered but at the same time not easily guessed by someone else.
9.1.2. [bookmark: _Toc103774543][bookmark: _Toc103776326][bookmark: _Toc107303850][bookmark: _Toc107304007][bookmark: _User_Account_Initialization][bookmark: _Toc103774544][bookmark: _Toc201756795]User Account Initialization
If the user needs to login for the first time to the IESO Gateway system (production or sandbox environment) for access to a secure IESO web server, they will have first received an activation email from the corresponding Gateway system with a link that can be used to initiate the process to activate the account. For IESO Workspaces (or FIT and MicroFIT) the account will be email address based while for all other market facing systems the account will be UserID based.
1. The end user should click on the “Activate Account” button in the body of the emailmessage as shown in Figure 9-1. This will navigate the end user to the referenced Gateway environment (Prod or Sandbox) web page to start the process for activating the account.
[image: Gateway Activation Email - Activate Account LInk (image)]
[bookmark: _Toc82089832][bookmark: _Toc167789680][bookmark: _Toc195192301][bookmark: _Toc201756687]Figure 91: Gateway Activation Email – Activate Account Link
2. On the Gateway page navigated to, the end user should create a password for their user account that, at minimum, meets the requirements listed and then click on the “Create My Account” button at the bottom of the page to proceed as shown in Figure 9-2. and add the mobile phone number for use in resetting their password or unlocking their account via SMS where possible.
[image: Gateway Multifactor Authentication Options Setup]
[bookmark: _Toc82089833][bookmark: _Toc167789681][bookmark: _Toc195192302][bookmark: _Toc201756688]Figure 92: Gateway Activation Email – Activate Account Page
3. The end user will then need to configure their MFA (multifactor authentication) Options, starting with SMS (Text Message), by clicking on the “Configure Factor” button as shown in Figure 9-3.
[image: Gateway Multifactor Authentication Options Setup]
[bookmark: _Toc82089834][bookmark: _Toc167789682][bookmark: _Toc195192303][bookmark: _Toc201756689]Figure 93: Gateway Multifactor Authentication Options Setup
4. First choose a country and enter a valid phone number that can receive SMS (Text Message)secret question from the drop down and set an answer, then click on the “SaveSend Code” button as shown in Figure 9-4. The mobile phone should receive an SMS message from the IESO Gateway system with a numeric code. 
[image: Secret Question and Answer Setup]
[bookmark: _Toc82089835][bookmark: _Toc167789683][bookmark: _Toc195192304][bookmark: _Toc201756690]Figure 94: SMS Message Country and Phone Number Setup Secret Question and Answer Setup
5.  Enter the code received via SMS (Text Message) and click the “Verify” ButtonConfirm Security Question is the Enrolled factor and click "Finish": 
[image: Setup Secret Question Verification ]
[bookmark: _Toc82089836][bookmark: _Toc167789684][bookmark: _Toc195192305][bookmark: _Toc201756691] Figure 95: SMS Code Receipt and Entry VerificationSetup Secret Question Verification 
6. Next Configure the Security Question and Answer Multi Factor Authentication Prompt and click “Save” 

[bookmark: _Toc82089837][bookmark: _Toc167789685][bookmark: _Toc195192306]Figure  STYLEREF 2 \s 9 SEQ Figure \* ARABIC \s 2 6: Security Question and Answer Input 
6. Once the Multi Factor Authentication Factors are configured, the end user should click on the “Finish” button presented in order to complete login and be navigated to the Gateway User Dashboard. 
9.1.3. [bookmark: _Toc82089690][bookmark: _Toc103774545][bookmark: _Toc201756796]Self-Service Password Reset 
If an end user has forgotten their password, they can attempt a Self-Service password reset via the “Forgot Password?” Link on the login page. There are a couple  number of options for resetting the password.
1. First the user should click the “Need help signing in?” text at the bottom of the login box as shown in Figure 9-67.
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[bookmark: _Toc82089838][bookmark: _Toc167789686][bookmark: _Toc195192307][bookmark: _Toc201756692]Figure 9: Login Page – Need Help Signing in Link 
2. Next click on the “Forgot password?” link shown in Figure 9-78. 
[image: ]
[bookmark: _Toc82089839][bookmark: _Toc167789687][bookmark: _Toc195192308][bookmark: _Toc201756693]Figure 9: Login Page – Forgot Password Link 
3. The end user should enter their Eemail or Username in the field specified. Email for email type account (used for IESO Workspaces) or Username for UserID type account (used for Market facing applications). 
4. Then use the “Reset via Email” button option to use email in the profile to reset the password as shown in Figure 98.
5. If the end user had previously added a mobile number for password reset purposes, the user can use the SMS (Text Message) option to reset their password by clicking the “Reset via SMS” button as shown in Figure 9-9. Then they can enter the code they receive via SMS text message, and click the “Verify” button. 
[bookmark: _Toc82089840][bookmark: _Toc167789688][bookmark: _Toc195192309][image: ][image: Reset Password – Reset Via Email ]Figure  STYLEREF 2 \s 9 SEQ Figure \* ARABIC \s 2 9: Reset Password – Reset Method Choice 
6. Alternatively, if the end user had NOT previously added a mobile phone number for password reset purposes they can use the “Reset via Email” button option to use email in their profile to reset the password as shown in Figure 9-10. Then they can click on the “Reset Password” link in the email received.
 
[bookmark: _Ref201669559][bookmark: _Toc82089841][bookmark: _Toc167789689][bookmark: _Toc195192310][bookmark: _Toc201756694]Figure 9: Reset Password – Reset Via Email 
7. The end user can click on the “Reset Password” link in the email received. The end user can then enter a new password that meets the requirements, and click the “Reset Password” Button on the page that is displayed.
8. If completed successfully the user will be directed into the IESO Gateway User Dashboard. If not, they should contact IESO Customer Relations.
9.1.4. [bookmark: _Toc75786711][bookmark: _Toc75950305][bookmark: _Toc82089691][bookmark: _Toc75786712][bookmark: _Toc75950306][bookmark: _Toc82089692][bookmark: _Toc82089693][bookmark: _Toc103774546][bookmark: _Toc201756797]Temporary Password Change by IESO Customer Relations 
There might be a situation where the end user cannot recover their own password and will need to have it reset by an IESO Customer Relations administrator.  
**Please note: This option should only be considered after attempts to follow the Self Service Password Reset steps above have failed. Also refer to the Troubleshoot section at the end of this guide. 
In order to initiate the “Password Reset by Customer Relations” process, the end user must start by sending an email requesting a password reset to customer.relations@ieso.ca. They should include as much details as possible in this email such as full name, phone number, email address, organization where applicable, registration PersonID value, and account login value, but at minimum the request must include either: 
the Email Address associated with the email based Okta / IESO Gateway Account; or
the UserID value for the Username based Okta / IESO Gateway Account (if applicable)
This way the Customer Relations administrators will be able to assist the end user as quickly and as efficiently as possible. 
Once that is request has been submitted, there are two ways in which a Customer Relations administrator can assist the end user to recover / reset their account password. One of these ways is via the use of a Password reset email to the end user. The other is by providing the end user with a temporary password directly via phone call.
9.1.4.1. Customer Relations Reset Password Email
When the Customer Relations administrator resets the end user’s password, they should receive an email with a “Reset Password” button. 
Upon receipt of this email, the end user can perform the following steps in order to reset their password: 
1.  Click on the “Reset Password” button in the email body as shown in the example in Figure 9-911. Note that the URL in the address provided in the email should start with “https://gateway.ieso.ca” for the production environment or “https://gateway-sbx.ieso.ca” for the sandbox environment. If it does not in the message or the actual page navigated to does not match, then the email should not be considered valid and Customer Relations should be contacted.
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[bookmark: _Toc82089842][bookmark: _Toc167789690][bookmark: _Toc195192311][bookmark: _Toc201756695]Figure 9: Customer Relations Reset Password – Reset Via Email 
2. When navigated to the web page for the new password entry first validate the URL is valid then type in a new password that meets the rules / requirements listed and click the ‘Reset Password’ button as shown in the example in Figure 9-102.
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[bookmark: _Toc82089843][bookmark: _Toc167789691][bookmark: _Toc195192312][bookmark: _Toc201756696]Figure 9: Customer Relations Reset Password via Email – Password Reset Page 
3. Upon entry of the new password value and resetting, the end user’s new password will be set and they will be directed to the IESO Gateway User Dashboard.
9.1.4.2. Customer Relations Reset Password – Temporary Password
Alternatively, if the end user’s password is reset by a Customer Relations administrator, they will be given a temporary password via phone call which the end user can use one time to set up a permanent password. 
When the end user has typed in a temporary password, the system will continue to the “Reset Your Password” page. When creating a new password, the end user must choose one that meets the criteria provided on the page. It should be easy for to remember, but difficult for anyone else to guess. It is good practice to avoid dictionary words in any language and to use a combination of upper case and lower case letters, numbers and symbols. The longer it is the more secure it is.
In order to set a permanent password using the temporary password, the end user should follow these steps: 
1. Open a web browser and navigate to https://gateway.ieso.ca if a production account is involved. Use https://gateway-sbx.ieso.cahttps://gateway-sbx.ieso.ca/ if a Sandbox account is involved.
**Ensure that an IESO supported browser is being used and operating system as listed on the Supported Client Platform page available on the IESO Corporate website. 
2. The end user must ‘Sign In’ using the target subject account’s (email or UserID based) username involved and then the temporary password that was provided to them as shown in the example in Figure 9-113.
[image: ]
[bookmark: _Toc82089844][bookmark: _Toc167789692][bookmark: _Toc195192313][bookmark: _Toc201756697]Figure 9: Login Page Using Temporary Password 
3. On the subsequent resulting page presented the end user must ‘enter the temporary password again that was provided to them as shown in the example in Figure 9-124. The system knows that the password is a one-time temporary one and so will prompt the user to do so.
[image: ]
[bookmark: _Toc82089845][bookmark: _Toc167789693][bookmark: _Toc195192314][bookmark: _Toc201756698]Figure 9: Password Reset – Entering Old Temporary Password 
4. The end user must then enter a new password meeting the rules twice and click on the ‘Change Password’ button as shown in Figure 9-135 to complete the set-up of the new password.
[image: ]
[bookmark: _Toc82089846][bookmark: _Toc167789694][bookmark: _Toc195192315][bookmark: _Toc201756699]Figure 9: Password Reset – Entering New Password 
9.1.5. [bookmark: _Toc75786714][bookmark: _Toc75950308][bookmark: _Toc82089694][bookmark: _Toc75786715][bookmark: _Toc75950309][bookmark: _Toc82089695][bookmark: _Toc75786716][bookmark: _Toc75950310][bookmark: _Toc82089696][bookmark: _Toc75786717][bookmark: _Toc75950311][bookmark: _Toc82089697][bookmark: _Toc75786718][bookmark: _Toc75950312][bookmark: _Toc82089698][bookmark: _Toc75786719][bookmark: _Toc75950313][bookmark: _Toc82089699][bookmark: _Toc75786720][bookmark: _Toc75950314][bookmark: _Toc82089700][bookmark: _Toc75786721][bookmark: _Toc75950315][bookmark: _Toc82089701][bookmark: _Toc75786722][bookmark: _Toc75950316][bookmark: _Toc82089702][bookmark: _Toc75786723][bookmark: _Toc75950317][bookmark: _Toc82089703][bookmark: _Toc75786724][bookmark: _Toc75950318][bookmark: _Toc82089704][bookmark: _Toc75786725][bookmark: _Toc75950319][bookmark: _Toc82089705][bookmark: _Toc75786726][bookmark: _Toc75950320][bookmark: _Toc82089706][bookmark: _Toc75786727][bookmark: _Toc75950321][bookmark: _Toc82089707][bookmark: _Toc75786728][bookmark: _Toc75950322][bookmark: _Toc82089708][bookmark: _Toc75786729][bookmark: _Toc75950323][bookmark: _Toc82089709][bookmark: _Toc75786730][bookmark: _Toc75950324][bookmark: _Toc82089710][bookmark: _Toc75786731][bookmark: _Toc75950325][bookmark: _Toc82089711][bookmark: _Toc75786732][bookmark: _Toc75950326][bookmark: _Toc82089712][bookmark: _Toc75786733][bookmark: _Toc75950327][bookmark: _Toc82089713][bookmark: _Toc75786734][bookmark: _Toc75950328][bookmark: _Toc82089714][bookmark: _Toc75786735][bookmark: _Toc75950329][bookmark: _Toc82089715][bookmark: _Toc75786736][bookmark: _Toc75950330][bookmark: _Toc82089716][bookmark: _Toc75786737][bookmark: _Toc75950331][bookmark: _Toc82089717][bookmark: _Toc75786738][bookmark: _Toc75950332][bookmark: _Toc82089718][bookmark: _Toc75786739][bookmark: _Toc75950333][bookmark: _Toc82089719][bookmark: _Toc75786740][bookmark: _Toc75950334][bookmark: _Toc82089720][bookmark: _Toc75786741][bookmark: _Toc75950335][bookmark: _Toc82089721][bookmark: _Toc75786742][bookmark: _Toc75950336][bookmark: _Toc82089722][bookmark: _Toc75786743][bookmark: _Toc75950337][bookmark: _Toc82089723][bookmark: _Toc75786744][bookmark: _Toc75950338][bookmark: _Toc82089724][bookmark: _Toc75786745][bookmark: _Toc75950339][bookmark: _Toc82089725][bookmark: _Toc75786746][bookmark: _Toc75950340][bookmark: _Toc82089726][bookmark: _Toc75786747][bookmark: _Toc75950341][bookmark: _Toc82089727][bookmark: _Toc75786748][bookmark: _Toc75950342][bookmark: _Toc82089728][bookmark: _Toc75786749][bookmark: _Toc75950343][bookmark: _Toc82089729][bookmark: _Toc75786750][bookmark: _Toc75950344][bookmark: _Toc82089730][bookmark: _Toc75786751][bookmark: _Toc75950345][bookmark: _Toc82089731][bookmark: _Toc75786752][bookmark: _Toc75950346][bookmark: _Toc82089732][bookmark: _Toc75786753][bookmark: _Toc75950347][bookmark: _Toc82089733][bookmark: _Toc75786754][bookmark: _Toc75950348][bookmark: _Toc82089734][bookmark: _Toc75786755][bookmark: _Toc75950349][bookmark: _Toc82089735][bookmark: _Toc75786756][bookmark: _Toc75950350][bookmark: _Toc82089736][bookmark: _Toc75786757][bookmark: _Toc75950351][bookmark: _Toc82089737][bookmark: _Toc75786758][bookmark: _Toc75950352][bookmark: _Toc82089738][bookmark: _Toc75786759][bookmark: _Toc75950353][bookmark: _Toc82089739][bookmark: _Toc75786760][bookmark: _Toc75950354][bookmark: _Toc82089740][bookmark: _Toc75786761][bookmark: _Toc75950355][bookmark: _Toc82089741][bookmark: _Toc75786762][bookmark: _Toc75950356][bookmark: _Toc82089742][bookmark: _Toc75786763][bookmark: _Toc75950357][bookmark: _Toc82089743][bookmark: _Toc75786764][bookmark: _Toc75950358][bookmark: _Toc82089744][bookmark: _Toc75786765][bookmark: _Toc75950359][bookmark: _Toc82089745][bookmark: _Toc75786766][bookmark: _Toc75950360][bookmark: _Toc82089746][bookmark: _Toc75786767][bookmark: _Toc75950361][bookmark: _Toc82089747][bookmark: _Toc75786768][bookmark: _Toc75950362][bookmark: _Toc82089748][bookmark: _Toc75786769][bookmark: _Toc75950363][bookmark: _Toc82089749][bookmark: _Toc82089750][bookmark: _Toc103774547][bookmark: _Toc201756798]User Security Profile Options
At any time during the lifecycle of the end user’s Identity Provider account, the end user can manage their user security profile options from the IESO Gateway User Dashboard. 
1. After logging in to the IESO Gateway (Prod or Sandbox) in order to access the profile, the end user can click on their name in the top right hand corner of the Dashboard and then click on the “Settings” button in the dropdown menu as shown in the example in Figure 9-146.
[image: ]
[bookmark: _Toc82089847][bookmark: _Toc167789695][bookmark: _Toc195192316][bookmark: _Toc201756700]Figure 9: IESO Gateway – User Dashboard Settings 
2. [image:  IESO Gateway – User Profile Settings Options]Here the end user can manage settings such as, change password, some other aspects of their profile information, Display Language and MFA forgot password and other verification options as shown in the example in Figure 9-157.
3.  
[bookmark: _Toc167789696][bookmark: _Toc195192317][bookmark: _Toc201756701]Figure 9: IESO Gateway – User Profile Settings Options
9.1.5.1. IESO Gateway – Security Profile Change Password
1. [image: ]To change their current password, the end user can enter the current password into the “current password” box as shown in Figure 9-168.

[bookmark: _Toc167789697][bookmark: _Toc195192318][bookmark: _Toc201756702]Figure 91618: Security Profile - Change Password
2. Then enter a new password and confirm by entering it again; so that it meets the requirements listed in the “Change Password” window. After clicking on the “Change Password” button, if done correctly the end user will receive a message saying “Password changed Successfully” as shown in Figure 9-179. If the password does not need the rules or is not entered the same twice and appropriate message will be displayed and the end user can try again.
[image: ]
[bookmark: _Toc167789698][bookmark: _Toc195192319][bookmark: _Toc201756703]Figure 91719: Security Profile - Change Password Result
[bookmark: _Toc167789699][bookmark: _Toc195192320][bookmark: _Toc167789700][bookmark: _Toc195192321]Figure  STYLEREF 2 \s 9 SEQ Figure \* ARABIC \s 2 20: Security Profile – Forgot Password Text Message - Add Phone Number
Figure  STYLEREF 2 \s 9 SEQ Figure \* ARABIC \s 2 21: Security Profile – Forgot Password Text Message – Verification Code
If completed successfully, the end user should receive a message saying “Phone number successfully verified as shown in Figure 9-22. 

[bookmark: _Toc195192322]Figure  STYLEREF 2 \s 9 SEQ Figure \* ARABIC \s 2 22: Security Profile – Forgot Password Text Message – Phone Number Verified
9.1.5.2. IESO Gateway – Security Profile Additional MFA Options
1. To add additional MFA options, the end user can click on the “Set Up” button next to the Multifactor option they wish to configure as shown in Figure 9-1823.

[image: ]
[bookmark: _Toc167789701][bookmark: _Toc195192323][bookmark: _Toc201756704]Figure 91823: Security Profile – Extra Verification Options
1. The end user will need to follow the instructions in the prompts for each of the MFA verification options.  
** Please note, if using Okta Verify, the end user will need to download the app from the respective App Store (i.e. Apple App Store, Google Play Store) before attempting to setup and use this option factor. 
9.1.6. [bookmark: _Toc82089751][bookmark: _Toc103774548][bookmark: _Toc201756799]Troubleshooting 
If an end user has an IESO User account and they are having problems logging in, they should ensure the following are in place before contacting IESO Customer Relations: 
The end user should use the ‘Sign In’ links located here:   Production or  Sandbox. 
The end user should ensure that they are using the IESO supported browser and operating system as listed on the Supported Client Platform page available on the IESO Corporate website  .  
The end user should ensure that they do not have Caps Lock or Unlock turned on with the keyboard. 
If the end user is unable to access an application once they are navigated to the IESO Gateway landing page / dashboard, they should check with their company’s registered Applicant Representative or Rights Administrator to ensure that they were registered in Online IESO Registration to access the application. Refer to IESO Roles and Responsibilities page on the IESO corporate website for more information. 
If the end user is still experiencing issues, they should send any relevant screen shots of the error(s) encountered to customer.relations@ieso.ca with an appropriate explanation of the problem.
For more information or assistance, please contact IESO Customer Relations: 
Telephone: (905) 403-6900 
Toll Free: 1-888-448-7777 
Email: customer.relations@ieso.ca  
[bookmark: _Toc347739378][bookmark: _Toc347742029][bookmark: _Toc347739379][bookmark: _Toc347742030][bookmark: _Toc347739380][bookmark: _Toc347742031]- End of Section -
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10. [bookmark: _Toc103774549][bookmark: _Toc79489132][bookmark: _Toc201756800]Browser Use
10.1. [bookmark: _Toc347739384][bookmark: _Toc347742035][bookmark: _Toc331678482][bookmark: _Toc331678485][bookmark: _Toc331678488][bookmark: _Toc331678489][bookmark: _Toc331678490][bookmark: _Toc331678491][bookmark: _Toc331678782][bookmark: _Toc331678834][bookmark: _Toc331678948][bookmark: _Toc331678496][bookmark: _Toc331678497][bookmark: _Toc177541913][bookmark: _Toc177541920][bookmark: _Toc177541924][bookmark: _Toc177541931][bookmark: _Toc177541934][bookmark: _Toc177541939][bookmark: _Toc177541940][bookmark: _Toc177541942][bookmark: _Toc331678504][bookmark: _Toc331678507][bookmark: _Toc331678509][bookmark: _Toc331678512][bookmark: _Toc331678515][bookmark: _Toc331678518][bookmark: _Toc331678520][bookmark: _Toc331678521][bookmark: _Toc331678525][bookmark: _Toc331678526][bookmark: _1169962635][bookmark: _1211345662][bookmark: _1219484831][bookmark: _1219580714][bookmark: _Toc331678529][bookmark: _Toc331678535][bookmark: _Toc331678544][bookmark: _Toc331678545][bookmark: _Toc331678547][bookmark: _Toc177541948][bookmark: _Toc103774550][bookmark: _Toc79489133][bookmark: _Toc201756801][bookmark: _Toc173804917][bookmark: _Toc173811870][bookmark: _Toc224637445][bookmark: _Toc224715210][bookmark: _Toc360192262][bookmark: _Toc360192637]Browser Versions
Please refer to the supported client platform page on the IESO corporate website for browser makes and versions.
Refer to the supported client platforms on the corporate website at this address. 
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11. [bookmark: _Toc103774551][bookmark: _Toc79489135][bookmark: _Toc201756802]MIM Application Web Services
11.1. [bookmark: _Toc173804921][bookmark: _Toc173811874][bookmark: _Toc224637449][bookmark: _Toc224715214][bookmark: _Toc360192266][bookmark: _Toc360192641][bookmark: _Toc103774552][bookmark: _Toc79489136][bookmark: _Toc201756803]Introduction
The Market Information Management (MIM) system is one of the Web systems that allow the Participant to interface with the IESO. Specifically, the MIM represents the secure Internet-based client gateway to functionality provided by the IESO energy bidding system.
The market participants can interact with the MIM using the following two methods:
Edge or Chrome browser to access the Energy Market Interface (EMI) web server via the IESO Gateway. The browser is GUI-based and interprets tag languages such as HTML. It allows client interaction through the keyboard/mouse; and
The MIM Application Interface (Web Services) package. It allows Clients programmatic access to the MIM functionality via Web Services.
11.2. [bookmark: _Toc103774553][bookmark: _Toc79489137][bookmark: _Toc201756804]Downloading the MIM Web Services Files
Go to the website Technical Interface Page at this address using the Edge or Chrome browser.
1. Choose and click on the “Market Participant Submissions (incl. MIM, EMI & API)" Link.
Scroll down to find the MIM Web Services listing as shown in Figure 11-1.
[image: ]
[bookmark: _Toc167789702][bookmark: _Toc195192324][bookmark: _Toc201756705]Figure 111: Market Information Management Application Interface (Web Services) Download
Click on the Web Services download link – ZIP as required.
Click on Save File when the prompt screen appears.
Using the save as option, choose a directory (ex: C:\Temp) to download the file (e.g.: MIM_WebService_Toolkit.zip) to.
Click on the Save button.
Wait for the download to complete.
Once downloaded, the zip file can be extracted to a directory of the developer’s choice. The Web Services Toolkit documentation is in the form of Word Document - MIM Web Service Toolkit (MWT) Guide.docx, which is located in the zip file.
– End of Section –

0. Part 0.1.3: Identity Management Operations Guide	MAN-107
Part 0.1.3: Identity Management Operations Guide	11. MIM Application Web Services

Page | 4	Public	Issue 2.0 – April 25, 2025
 – 	Public	90
[bookmark: _Toc173804925][bookmark: _Toc173811878][bookmark: _Toc224637453][bookmark: _Toc224715218][bookmark: _Toc360192270][bookmark: _Toc360192645]
[bookmark: _Toc103774554][bookmark: _Toc79489138][bookmark: _Toc201756805]Appendix A: Account Management Procedural Steps
This section contains detail on the tasks (steps) that comprise the Identity Management procedures. The steps in the following tables are illustrated in section 4 above.
The table contains three columns, as follows:
Ref.
The numerical reference to the task. 
Task Name
The task name as identified in Section 2 above.
Task detail 
Detail about the task.
[bookmark: _Toc173804926][bookmark: _Toc173811879][bookmark: _Toc224637454][bookmark: _Toc224715219][bookmark: _Toc360192271][bookmark: _Toc360192646][bookmark: _Toc103774555][bookmark: _Toc103776338][bookmark: _Toc201756806]A.1.	Participant Account Application Scenario
A Participant employee or contractor applies for a user account (personal or machine on Sandbox or Production) and system access roles / permissions via the Participant Rights Administrator.
The steps in the following table are illustrated in the flow diagram entitled Participant User Account Application Scenario.
[bookmark: _Toc173805026][bookmark: _Toc79489237][bookmark: _Toc201756707]Table A1: Participant User Account Application Scenario Task Details
	Ref.
	Task Name
	Task Detail

	A.01
	Obtain Internal Approval and communicate contact role and related system access requirement to Applicant Representative.
	A Credential Subscriber obtains internal Participant approval as per the Participant’s processes and communicates as required to a Rights Administrator within the Participant, the IESO system access requirements (Sandbox and/or Production environment). The Credential Subscriber should communicate to the Rights Administrator what access permissions they are internally approved for.

	A.02
	Submit request for User Account and Contact role(s) via Online IESO Registration System.
	The Applicant Representative logs in to the Sandbox and/or Production Online IESO Registration system(s) and performs the person and user account registration and the grant access / contact role(s) process as described in Section 8 of this document for the Credential Subscriber for a new registered person and the associated personal or machine account. 

	A.03
	Receive and process Grant/ Revoke access request and initiate automated account provisioning for creation of  user account.
	The IESO Registration system receives the Grant/ Revoke access request from the Applicant Representative.  It will validate the request to ensure the account does not already exist (i.e. conflict with another person’s personal or machine account).  It will then initiate and automated provisioning request to the IESO Gateway system for a user account for the Credential Subscriber and enroll the account in the required role groups.
The Registration system will issue an email notification to the Credential Subscriber with the User Account Name used.

	A.04
	Receive automated account provisioning request for user account. Create account/ enroll in role groups and issue activation email to Credential Subscriber.
	The IESO Gateway system will process the account creation and role group enrolment request and issue an activation email to the Credential Subscriber so they can initialize their account.

	A.05
	Receive notification email with User Account Name and Activation email with link to IESO Gateway. Continue on to account initialization to set password and configure MFA Options.
	The Credential Subscriber will receive a notification email from the registration system with their account UserID and an activation email from the IESO Gateway system. The Credential Subscriber can then proceed to the initialization process to setup their account password and multifactor authentication options as per section 9 of this document.


[bookmark: _Toc54627949][bookmark: _Toc360196416][bookmark: _Toc360196417][bookmark: _Toc360196418][bookmark: _Toc360196419][bookmark: _Toc360196420][bookmark: _Toc360196421][bookmark: _Toc360196422][bookmark: _Toc360196423][bookmark: _Toc360196425][bookmark: _Toc360196426][bookmark: _Toc360196427][bookmark: _Toc360196428][bookmark: _Toc360196430][bookmark: _Toc360196431][bookmark: _Toc360196432][bookmark: _Toc360196434][bookmark: _Toc360196435][bookmark: _Toc360196436][bookmark: _Toc360196437][bookmark: _Toc360192334][bookmark: _Toc360192709][bookmark: _Toc360196438][bookmark: _Toc360196439][bookmark: _Toc360196441][bookmark: _Toc360196442][bookmark: _Toc360196443][bookmark: _Toc360196444][bookmark: _Toc360196445][bookmark: _Toc360196447][bookmark: _Toc360196448][bookmark: _Toc360196449][bookmark: _Toc360196450][bookmark: _Toc360196452][bookmark: _Toc360196453][bookmark: _Toc360196454][bookmark: _Toc360196455][bookmark: _Toc360196457][bookmark: _Toc360196458][bookmark: _Toc360196459][bookmark: _Toc360196460][bookmark: _Toc360196461][bookmark: _Toc360196462][bookmark: _Toc360196464][bookmark: _Toc360196465][bookmark: _Toc360196466][bookmark: _Toc360196467][bookmark: _Toc360196468][bookmark: _Toc360196470][bookmark: _Toc360196471][bookmark: _Toc360196472][bookmark: _Toc360196474][bookmark: _Toc360196475][bookmark: _Toc360196476][bookmark: _Toc360192366][bookmark: _Toc360192741][bookmark: _Toc360196477][bookmark: _Toc173804930][bookmark: _Toc173811883][bookmark: _Toc224637458][bookmark: _Toc224715223][bookmark: _Toc360192367][bookmark: _Toc360192742][bookmark: _Toc103774556][bookmark: _Toc103776339][bookmark: _Toc201756807]A.2.	Participant Account Change Scenario 1
Requesting a change to Participant Individual Subscriber’s or Application Subscriber’s Information (Sandbox or Production) where the requested change impacts system access roles for Individual or Application Subscriber’s User Account (grant or revoke).
The steps in the following table are illustrated in the flow diagram entitled Participant User Account Change Scenario 1.
[bookmark: _Toc173805030][bookmark: _Toc79489238][bookmark: _Toc201756708]Table A2: Account Change Scenario 1 Task Details
	Ref.
	Task Name
	Task Detail

	B.01
	Obtain Internal Approval and communicate Contact roles requirement to Applicant Representative or system access requirement to Rights Administrator.
	A Credential Subscriber obtains internal Participant approval as per the Participant’s processes and communicates as required to an Applicant Representative for contact role changes and/or a Rights Administrator within the Participant for IESO system access changes (Sandbox and/or Production environment). The Credential Subscriber should communicate to the Applicant Representative / Rights Administrator the existing user account information, Person ID and what contact roles / access permissions are internally approved for granting or revoking.

	B.02
	Submit request for change to a Person’s Contact roles  permissions via Online IESO Registration System.
	The Applicant Representative submits a grant or revoke request for changes to a Person’s Contact roles permissions via the IESO Online Registration System as per Section 8 of this document and informs the user of those changes. Participation contact role changes made should take effect immediately.

	B.03
	Submit request for a change to a user account’s System access permissions via Online IESO Registration System.
	The Rights Administrator (or Applicant Representative) submits a grant or revoke request for changes to a user account’s system access permissions (personal or machine account) via the IESO Online Registration System as per Section 8 of this document and informs the user of those changes. 

	B.04
	Receive Grant/Revoke access request and update access/ contact roles registration and initiate automated account provisioning for changes in   user account’s role groups in authentication system.
	The IESO Registration System, upon receipt of the Grant/Revoke access request, updates the contact roles and system access registration information for the Credential Subscriber and where required initiates automated account provisioning with the IESO Gateway system for changes to the user account’s role groups.

	B.05
	Receive confirmation of access / contact role changes and provisioning results.
	The Credential Subscriber will receive confirmation of the access / contact role changes from the IESO Registration system where applicable and feasible.

	B.06
	Receive automated account provisioning request for user account. Make changes in role groups in Okta.
	The IESO Gateway system will receive the automated account provisioning request for the target user account. It will then make the required changes to the account’s role group memberships in Okta


[bookmark: _Toc173804931][bookmark: _Toc173811884][bookmark: _Toc224637459][bookmark: _Toc224715224][bookmark: _Toc360192368][bookmark: _Toc360192743]
[bookmark: _Toc103774557][bookmark: _Toc103776340][bookmark: _Toc201756808]A.3.	Participant User Account Change Scenario 2
Requesting a change to Participant Individual Subscriber’s or Application Subscriber’s Information (Sandbox or Production) where the requested change is a Significant Change that impacts credential attributes for the person’s User Account such as name, machine account custodian change, email address, phone number
The steps in the following table are illustrated in the flow diagram entitled Participant Account Change Scenario 2.
[bookmark: _Toc173805031][bookmark: _Toc79489239][bookmark: _Toc201756709]Table A3: Participant User Account Change Scenario 2 Task Details
	Ref.
	Task Name
	Task Detail

	C.01
	Update the person record in the IESO Online Registration System where applicable and confirm the changes in the system.
	An Individual or Application Subscriber (“machine account Custodian”) updates their person record in the online Registration System where applicable and commits the changes to the IESO systems. 

	C.02
	Receive Person change request task in Online IESO Registration. Validate and process person and user account change information. Submit changes to IESO Gateway system.
	The IESO Registration System will receive the Person change request task. It will validate the request and process the person and user account changes and submit an automated provisioning request to the IESO Gateway system to update the Credential Subscriber’s user account(s) 
A notification email of the changes is sent to the Credential Subscriber

	C.03
	Receive automated account changes provisioning request for user account. Make changes to account for name, email address.
	The IESO Gateway System receives the automated account changes provisioning request for the target account(s).  It will make the required changes to the target account(s), (e.g. person name, email address, phone no.) 
The IESO Gateway system sends an email notification to the end user of the implemented changes to the account.

	C.04
	Receive confirmation of  account attribute changes provisioning results.
	The Credential Subscriber receives the account change information notification from the IESO Registration System and IESO Gateway System.


[bookmark: _Toc173804932][bookmark: _Toc173811885][bookmark: _Toc224637460][bookmark: _Toc224715225]
[bookmark: _Toc103774558][bookmark: _Toc103776341][bookmark: _Toc201756809][bookmark: _Toc360192370][bookmark: _Toc360192745]A.4.	Participant User Account Deprovisioning / Deactivation Scenario
[bookmark: _Toc360192371][bookmark: _Toc360192746]A Participant Rights Administrator requests a User Account deactivation (Sandbox or Production) for a Participant Individual or Application Subscriber where applicable.
The steps in the following table are illustrated in the flow diagram entitled Participant User Account Deactivation Scenario.
[bookmark: _Toc173805038][bookmark: _Toc79489240][bookmark: _Toc201756710]Table A4: Participant User Account Deactivation Scenario Task Details
	Ref.
	Task Name
	Task Detail

	D.01
	Communicate removal of participant contact / access roles and system access permissions and desired account activation with Applicant Representative or Rights Administrator
	A Credential Subscriber (or Primary Contact in cases where person has left Participant) communicates the need for removal of the person’s systems access permissions for the selected organization and where desired account deactivation with the Applicant Representative  and/or Rights Administrator.

	D.02
	Remove selected person’s   participant /contact roles for selected organization and, where applicable, request account deactivation via IESO Online Registration System
	The Applicant Representative submits a revoke request of the person’s contact role(s) for the chosen organization and, where applicable, request account deactivation via the IESO Online Registration System.
Participation contact role changes made, take effect immediately via the IESO Online Registration System.

	D.03
	Remove selected person’s participant system access roles for selected organization  via Online IESO Registration System
	The Rights Administrator submits a revoke request of all access role(s) for all of the selected person’s user account(s) for the chosen organization via the IESO Online Registration System.

	D.04
	Receive Grant/ Revoke change request submitted by Rights Administrator. Validate and update registration records and submit de-provisioning changes to IESO Gateway system.
	The IESO Registration System receives the Grant/ Revoke change request(s) from the Applicant Representative / Rights Administrator and validates and updates the registration records. It then submits automated deprovisioning changes to the IESO Gateway system and where applicable deactivation of the person’s user account(s).

	D.05
	Receive automated account de-provisioning request for user account. Make changes to account and deactivate account(s) where no longer required.
	The IESO Gateway System will receive the automated account deprovisioning request arrange for disabling of the targeted person’s User Account(s) systems access roles / privileges and deactivation of the User Account(s) where applicable. 
IESO Access Management will notify the Rights Administrator of  the disabling of  the User Account(s) systems access roles / privileges for the Participant and deactivation of user account where no longer required where applicable.

	D.06
	Receive notification of removal of User Account’s participant systems access and deactivation of account where no longer required
	The Rights Administrator will receive notification of removal of User Account’s Participant systems access and deactivation of account where no longer required where feasible and applicable.
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[bookmark: _Toc103774559][bookmark: _Toc103776342][bookmark: _Toc201756810]A.5.	Participant User Account Recovery Scenario 1
A Participant Individual Subscriber or Application Subscriber performs an online recovery of their identity credential (Sandbox or Production) or requests the recovery of their identity credential via IESO Customer Relations. 
The steps in the following table are illustrated in the flow diagram entitled Participant User Account Recovery Scenario 1.
[bookmark: _Toc173805043][bookmark: _Toc79489241][bookmark: _Toc201756711]Table A5: Participant User Account Recovery Scenario 1 Task Details
	Ref.
	Task Name
	Task Detail

	E.01
	Use Gateway online provisioning tools to recover credentials or replace forgotten identity credentials password using the MFA SMS or email recovery options. Else communicate need to recover account password with IESO Customer Relations 
	An Individual Subscriber or Application Subscriber initiates a self-recovery attempt for their User Account password with the IESO Gateway system’s self-service password reset facility where possible.
If not possible, the person can email or call IESO Customer Relations for support where self-recovery functionality is unsuccessful.

	E.02
	Receive account recovery request for user account. Validate request and issue recovery token via SMS or email.
	The IESO Gateway system receives the account recovery request for the user account.  It validates the request and issues a recovery token via SMS or email depending on the end user’s chosen MFA options.

	E.03
	Arrange for recovery of User Account password so a temporary password or reset email is sent to the Credential Subscriber. Where applicable arrange for unlocking of account if required.
	IESO Customer Relations receives the email or phone call request from the Credential Subscriber, validates it is genuine and arranges for recovery of the User Account password so a temporary password or reset email can be sent to the Credential Subscriber.  
They will arrange for unlocking of account where required.

	E.04
	Receive recovery email link / token for User Account password reset or temporary password from IESO Customer Relations. Reset password via IESO Gateway
	The Credential Subscriber will receive the recovery email link / token for a User Account password reset or the temporary password from IESO Customer Relations. 
The Credential Subscriber will then reset their password via the IESO Gateway.
Where successful the process ends.

	E.05
	Receive account recovery request for user account from Administrator. Validate request and permit temporary password setup
	The IESO Gateway system receives the account recovery request for user account from the IESO Customer Relations administrator. Its validates the request and permits a password reset for email activation  or a temporary password setup.

	E.06
	Validate reset of user account password based on SMS/email token or IESO issued temporary password
	The IESO Gateway system upon triggering by the email reset or temporary password from the Credential Subscriber validates  the reset of user account password based on SMS/email token or IESO issued temporary password and completes the password reset.
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[bookmark: _Toc103774560][bookmark: _Toc103776343][bookmark: _Toc201756811]A.6.	Participant User Account Recovery Scenario 2
An existing Rights Administrator performs an online recovery of their identity credential (Sandbox or Production) or requests the recovery of their identity credential via IESO Customer Relations:
The steps in the following table are illustrated in the flow diagram entitled Participant User Account Recovery Scenario 2.
[bookmark: _Toc173805044][bookmark: _Toc79489242][bookmark: _Toc201756712]Table A6: Account Recovery Scenario 2 Task Details
	Ref.
	Task Name
	Task Detail

	F.01
	Use Gateway online provisioning tools to recover credentials or replace forgotten identity credentials password using MFA SMS orthe email recovery options. Else communicate need to recover account password to IESO Customer Relations
	A Rights Administrator will use the IESO Gateway online provisioning tools to recover credentials or replace a forgotten identity credentials password using their chosen MFA options. If this fails, the Rights Administrator can communicate the need to recover their account password with IESO Customer Relations via email or a phone call providing all necessary details that will let their request be validated.

	F.02
	Receive account recovery request for user account. Validate request and issue recovery token via SMS or email.
	The IESO Gateway system will receive and validate the request to recover Rights Administrator account password and issue a recovery token via SMS or email depending on the end user’s chosen MFA options.

	F.03
	Arrange for recovery of user Account password so a temporary password is sent to the Rights Administrator. Where applicable arrange for unlocking of account if required.
	IESO Customer Relations receives the email or phone call request  from the Rights Administrator, validates it is genuine and arranges for recovery of the User Account password so a temporary password or reset email can be sent to the Rights Administrator’s and/or arrange for unlocking of the account where required.

	F.04
	Receive recovery email link / token for User Account password reset or temporary password from IESO
Reset password via IESO Gateway
	The Rights Administrator will receive the recovery email link / token for a User Account password reset or the temporary password from IESO Customer Relations. 
The Rights Administrator will then reset their password via the IESO Gateway.
Where successful the process ends.

	F.05
	Receive account recovery request for user account from Rights Administrator. Validate request and permit temporary password setup
	The IESO Gateway system receives the account recovery request for user account from the IESO Customer Relations administrator. Its validates the request and permits a password reset for email activation  or a temporary password setup.

	F.06
	Validate reset of user account password based on SMS/email token or IESO issued temporary password
	The IESO Gateway system upon triggering by the email reset or temporary password from the Rights Administrator validates  the reset of user account password based on SMS/email token or IESO issued temporary password and completes the password reset.
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[bookmark: _Toc103774561][bookmark: _Toc103776344][bookmark: _Toc201756812]A.7.	Participant Rights Administrator Enrolment Scenario
A Participant Primary Contact is requesting enrolment of a Rights Administrator in either Sandbox and/or Production environments.
The steps in the following table are illustrated in the flow diagram entitled Participant Rights Administrator Enrolment Scenario.
[bookmark: _Toc173805046][bookmark: _Toc79489243][bookmark: _Toc201756713]Table A7: Rights Administrator Enrolment Scenario Task Details
	Ref.
	Task Name
	Task Detail

	G.01
	Complete selected person’s Rights Administrator role assignment for selected organization and create user account request via Online IESO Registration System where applicable.
	The Primary Contact at a Participant completes the selected person’s Rights Administrator role assignment for the selected organization in Sandbox and/or Production and in the process creates a user account request via the Online IESO Registration System (Sandbox and/or Production) where applicable. If the person already has an IESO user account (Sandbox and/or Production) the process is complete.
If the person enrolled in the Rights Administrator for the Participant does not have an IESO User Account the Registration System will generate a grant/revoke request to the IESO Gateway system to create the account.

	G.02
	Receive Grant/ Revoke access request from Primary Contact. Validate grant/revoke information. Update organization /contact roles registration and initiate automated account provisioning where applicable for  user account creation and/or role groups in authentication system.
	The IESO Registration System will receive a Grant/ Revoke access request from the Primary Contact. It will validate the grant/revoke information, then update the organization /contact roles registration information and initiate automated account provisioning where applicable for user account creation and/or membership in role groups in the IESO Gateway authentication system.
If an account exists, the Participant Rights Administrator enrolment is complete.
A registration notification email is sent to the Rights Administrator.

	G.03
	Receive account provisioning request for user account. Create account and provision access roles and Issue activation email.
	The IESO Gateway System receives an account provisioning request for a user account. It creates the account and provisions access roles and then issues an activation email to the end user.

	G.04
	Receive activation email with User Account Name and link to IESO Gateway. Continue on to account initialization to set password and configure MFA Options
	The Rights Administrator receives the registration email plus the activation email from the Registration system /IESO Gateway system with the User Account Name and the link to IESO Gateway system. He or she will continue on to account initialization to set up the account password and configure their MFA Options  (Sandbox and/or Production Gateway system as applicable).
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[bookmark: _Toc103774562][bookmark: _Toc103776345][bookmark: _Toc201756813]A.8.	Participant Rights Administrator User Account Change Scenario 1
An existing Rights Administrator is requesting a change to their information where the requested change is a Significant Change that impacts credential attributes for the person’s account such as name, machine account custodian change, email address, phone number.
The steps in the following table are illustrated in the flow diagram entitled Participant Rights Administrator Account Change Scenario 1.
[bookmark: _Toc173805048][bookmark: _Toc79489244][bookmark: _Toc201756714]Table A8: Rights Administrator Change Scenario 1 Task Details
	Ref.
	Task Name
	Task Detail

	H.01
	Updates their person record in the Online IESO Registration system where applicable and in the process initiates a provisioning request to update their user account  information.
	The Rights Administrator Updates their person record in the Online IESO Registration system (Sandbox and Production) where applicable and in the process the Online IESO Registration System initiates a provisioning request to update their user account information.

	H.02
	Receive Person change request task in Online IESO Registration. Validate and process person and user account change information. Submit changes to IESO Gateway system.
	The IESO Registration system receives the Person change request task. It validates and processes the person and user account change information. It then submits changes to IESO Gateway system to update the user account attributes where required and sends a notification email to the end user.

	H.03
	Receive automated account changes provisioning request for user account. Make changes to account for name, email address, phone number.
	The IESO Gateway system receives the automated account changes provisioning request for the user account. It then makes changes to account for name, email address, phone no. as required and sends a notification email to the end user of the changes.

	H.04
	Receive confirmation of  account attribute changes provisioning results
	The participant Rights Administrator will receive the confirmation change notification email of his or her credential updates from the IESO Gateway system where possible.
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[bookmark: _Toc103774563][bookmark: _Toc103776346][bookmark: _Toc201756814]A.9.	Participant Rights Administrator User Account Change Scenario 2
An existing Rights Administrator is requesting a change to system access permission changes (Sandbox and/or Production) for themselves or another Rights Administrator.
The steps in the following table are illustrated in the flow diagram entitled Participant Rights Administrator Account Change Scenario 2.
[bookmark: _Toc173805049][bookmark: _Toc79489245][bookmark: _Toc201756715]Table A9: Participant Rights Administrator Account Change Scenario 2 Task Details
	Ref.
	Task Name
	Task Detail

	I.01
	Obtain Internal Participant approval for contact role / system access permission changes.
	The Rights Administrator obtains internal Participant approval for contact role / system access permission change (Sandbox and/or Production). For contact roles the Rights Administrator has the Applicant Representative make the changes. In many Participants this may be the same person

	I.02
	Submit request for change to a Rights Administrator’s contact role permissions via Online IESO Registration System
	An Applicant Representative submits a request for change to a Rights Administrator’s (for same Participant) user account’s access roles / contact roles via the Online IESO Registration System (Sandbox and/or Production).
Participation contact role changes made, take effect immediately via the IESO Online Registration System. Some changes may require the Registration system to update the IESO Gateway system.

	I.03
	Submit request for a change to a Rights Administrator’s  system access permissions via Online IESO Registration System
	A Rights Administrator submits a request for change their own or another Rights Administrator’s (for same Participant) user account’s access roles / system access permissions via the Online IESO Registration System (Sandbox and/or Production).
This will require the Registration system to update the IESO Gateway system.

	I.04
	Receive Grant/ Revoke access request and update access/ contact roles registration and initiate automated account provisioning for changes in   user account’s role groups in authentication system.
	The IESO Registration system receives the Grant/Revoke access request and updates access/ contact roles registration records for the Rights Administrator and initiates any automated account provisioning for changes for the user account’s role groups in the IESO Gateway authentication system. This should happen immediately.
An email is sent to the Rights Administrator regarding the changes. 

	I.05
	Receive confirmation of system access / contact role changes and provisioning results
	The Participant Rights Administrator will receive confirmation of the changes (Sandbox or Production) to the access roles / system access permissions for the Rights Administrator user account.

	I.06
	Receive automated account provisioning request for user account. Make changes in role groups in Okta
	The IESO Gateway system receives the automated account provisioning request for the Rights Administrator’s  user account and makes the required changes in memberships for the  role groups in Okta.
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[bookmark: _Toc103774564][bookmark: _Toc103776347][bookmark: _Toc201756815]A.10.	Participant Rights Administrator Role Termination Scenario 
A Primary Contact is requesting the termination of a Participant Rights Administrator role for a person and potentially removal of access roles and User Account deactivation (Sandbox and/or Production).
The steps in the following table are illustrated in the flow diagram entitled Participant Rights Administrator Role Termination Scenario.
[bookmark: _Toc173805052][bookmark: _Toc79489246][bookmark: _Toc201756716]Table A10: Participant Rights Administrator Role Termination Scenario Task Details
	Ref.
	Task Name
	Task Detail

	J.01
	Request removal of selected person’s Rights Administrator role assignment and participant contact roles for the selected organization and where applicable request account deactivation via Online IESO Registration System
	A Primary Contact requests removal of the selected person’s   Rights Administrator organization role assignment for selected organization in the Registration System (Sandbox and/or Production) and where applicable requests removal of the person’s user account/ access role assignments and potentially account deactivation via the Online IESO Registration System where applicable. 

	J.02
	Remove selected person’s Rights Administrator role and any requested participant contact roles for the selected organization. Send de-provisioning request for associated role groups and/or deactivation of user account where applicable
	IESO Registration system will receive a Grant/ Revoke change request from the Primary Contact (Sandbox or Production). It will then validate the Grant/Revoke information for the organization, contact and access roles to be revoked. 
If the person still needs an IESO user account, the process is complete. If an account is no longer needed the Primary Contact can request end dating of the of the user account. Then the Registration System (Sandbox and/or Production) will automatically send an automated provisioning request to the IESO Gateway system to deactivate the user account. 

	J.03
	De-provision requested access roles for target user account. 
Deactivate user account where applicable.
	IESO Access Management will arrange for removal of the person’s User Account’s Registration System access and other access privileges (Sandbox or Production) and deactivation of the account where applicable. They will then notify the Primary Contact of deactivation of user account and removal of system access privileges where possible

	AA.04
	Receive notification of access role and  account de-provisioning results.
	Receive notification of access role and  account de-provisioning results.
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[bookmark: _Toc103774565][bookmark: _Toc103776348][bookmark: _Toc201756816]A.11.	Credential Subscriber User Account Initialization / Password Reset
Initialization of a Participant Contact’s User Account or reset of the password for that account.
Once the Participant representative is registered for a User Account through the Online IESO Registration System, they will receive a User Account activation email for their IESO Gateway account.
The User Account once activated, by the Credential Subscriber can be used immediately. If required, the Credential Subscriber can request a password reset online or via IESO Customer Relations.
For more information on system functionality relating to the tasks described below, refer to section 9 of this guide.
[bookmark: _Toc173805053][bookmark: _Toc79489247][bookmark: _Toc201756717]Table A11: Credential Subscriber, Account Initialization Task Details
	Ref.
	Task Name
	Task Detail

	K.01
	Access the web-based identity management tool at https://gateway.ieso.ca as indicated in the activation / reset password email for initializing or resetting a User Account.
	If not already done; upon receipt of User Account activation email for initial issuance or password reset email from IESO Customer Relations for account recovery:
For a User Account / Password identity credential used with the IESO Gateway (Sandbox or Production where applicable); the Participant person shall access the provided IESO Gateway URL (Sandbox or Production) for initializing/using a User Account. The person where required, use the IESO Gateway to perform password self-reset using the IESO Gateway or for resetting a temporary password provided by IESO Customer Relations with one of their own choosing.

	K.02
	Use the Gateway web interface to either:
Activate the user account and set up MFA parameters; or
Reset the password for an existing account
	Use the IESO Gateway system (Sandbox or Production) to:
1. Activate the user account and set up MFA parameters via the supplied activation email; or
Reset the password for an existing account using the IESO Gateway themselves or reset the password via an IESO Customer Relations supplied email or a temporary password provided orally.

	K.03
	Validate User Account activation information and permit user to setup password, multifactor authentication SMS/security question parameters
	The IESO Gateway will validate the User Account activation information and permit the end user to setup an enduring password, plus their multifactor authentication SMS/security question parameters.

	K.04
	Validate user account self-reset SMS code / email or IESO Customer Relations reset email parameters
	The IESO Gateway system will validate the user account self-reset SMS code / email or IESO Customer Relations reset email parameters and let the end reset their password.
Note: In the case where a user’s account is locked it will be unlocked by IESO Customer Relations.

	K.05
	Login to IESO Gateway to confirm account. Read Legal disclaimer and login. Complete MFA prompt.
	The User Account’s successful password change / reset is confirmed within the Gateway login web pages to the end user. The use may have to answer an MFA prompt. The IESO legal disclaimer is available on the Gateway landing page for reference.
When complete the person will be able to use the User Account to login to the IESO Gateway and access the applications the end user is authorized for.
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	Ref.
	Task Name
	Task Detail

	L.01
	Login to the IESO Gateway at https://gateway.ieso.ca with a User Account.
Sandbox URL is https://gateway-sbx.ieso.ca
	For the IESO Gateway a User Account and password (Sandbox or Production) are used to login as normal. (Production URL -  https://gateway.ieso.ca , Sandbox URL - https://gateway-sbx.ieso.ca) may prompt t

	L.02
	Check for password renewal and initiate password update process if required.
	Periodically if so configured the IESO Gateway may check for password renewal and initiate the process to do so to the end user

	L.03
	No notification of update needed at Gateway login. Use Gateway credentials as required for normal business operations.
	If no notification of update is needed at Gateway login the end user can use Gateway credentials as required for normal business operations and the process ends.

	L.04
	Gateway identity management system sends User Account password change prompt to end user
	Where a password update is needed the IESO Gateway  sends the end user a prompt in the GUI login screens to change their password.

	L.05
	Change password in Gateway login screen using old password and or MFA options to enable change
	The user shall follow the instructions on the IESO Gateway web pages to change their password to a new one that meets the password rules. 

	L.06
	Validate user account password change  with old password / MFA options
	The IESO Gateway will validate the end user’s responses using the chosen MFA options and old password to facilitate the password update.
Upon successful password update the process ends or in case of failure the end user can contact IESO Customer Relations.



[bookmark: _Toc103774567][bookmark: _Toc103776350][bookmark: _Toc201756818][bookmark: _Toc173804955][bookmark: _Toc173811908][bookmark: _Toc224637483][bookmark: _Toc224715248][bookmark: _Toc360192503][bookmark: _Toc360192878]A.13.	Description of Changes 
[bookmark: _Toc173804956][bookmark: _Toc173811909][bookmark: _Toc224637484][bookmark: _Toc224715249][bookmark: _Toc360192504][bookmark: _Toc360192879]A.13.1.	Credential Subscriber Information
Types of Changes
Changes to Credential Subscriber information are differentiated on the basis of their impact on identity credential (User Account / Password). 
Contact or Access Role(s) change – The requested change requires changes to a user’s system access permissions (grant or revoke) for any IESO contact or access role that the Participant is valid for through their registered market and program participations. Some contact roles have no assigned system access permissions associated with them.
Person and account information change – The requested change requires a change to the identity credential issued to the requestor including first name, middle name, last name, phone number and email address.
Changes to the User Account password are handled under the password recovery process.
Note:  A Significant Change due to actual name change may require re-proofing of the identity of the Credential Subscriber via the Participant internal processes but this is not mandated by the IESO.
When to Submit a Change Request
All Credential Subscriber information retained by the Participant person and Rights Administrator and/or Primary Contact contained within or represented by a User Account should always remain accurate. If a Participant person and Rights Administrator and/or Applicant Representative or Primary Contact are aware of inaccuracies, a Registration system request should be submitted by the Applicant Representative / Rights Administrator.
[bookmark: _Toc173804957][bookmark: _Toc173811910][bookmark: _Toc224637485][bookmark: _Toc224715250][bookmark: _Toc360192505][bookmark: _Toc360192880]A.13.2.	Rights Administrator Information
Types of Changes
Changes to a Rights Administrator person’s information are differentiated on the basis of their impact to the Rights Administrator role itself and on identity credential (User Account / Password).
Contact / Access Role(s) change 
Changes to a person’s Rights Administrator role (adding or removing the role to the person) will impact the person’s Registration System access permissions.
Any other requested change requires changes to a user’s system access permissions (grant or revoke) for any IESO access role that the Participant is valid for through their registered market and program participations.
Person and account information change 
The requested change requires a change to the identity credential issued to the requestor including first name, middle name, last name, phone number and email address.
Changes to the User Account password are handled under the password recovery / reset processes.
When to Submit a Change Request
All Rights Administrator information retained by the Participant Rights Administrator and/or Primary Contact contained within or represented by a User Account should always remain accurate. If a Rights Administrator, Applicant Representative or Primary Contact is aware of inaccuracies, a Registration system request should be submitted by the Applicant Representative / Rights Administrator.
– End of Appendix –
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[bookmark: _Toc103774568][bookmark: _Toc79489139][bookmark: _Toc201756819]Appendix B: Glossary of Terms
The following definitions and acronyms used within this guide are specific to IESO Identity Management.
18 Month and Long-Term Assessments Contact – Person responsible for data submissions for the 18-Month Outlooks and longer-term reliability assessments for their organization.
Access Role Change – is a change that does not impact credentials but impacts system access for a User Account.
Application Subscriber – is the term used for Participant application/server system entity that will be using a User Account identity credential in combination with an API or system for access to an IESO website. An Application Subscriber is any application/server system that is associated with a service level User Account identity credential. Associated with the Application Subscriber is a Custodian.
Bids and Offers Contact – Section to be contacted regarding the real-time market bids or offers for the organization (24/7 - Operations Desk, Energy Trading Floor, Control Centre).
Control Room Section – Control room section for the participant organization.
Credential Subscriber – General term for Individual Subscriber or Application Subscriber.
Custodian – is normally the individual that owns and has rightful possession of the information. If the ownership has been delegated, the delegate has the rightful possession of the information and therefore is the custodian. 
 
Domain – is the community consisting of the Subscribers.

Energy Limited Resource Forecast Contact – Person responsible for submission of the energy limited resource forecast for their organization.
E-Tag Curtailment Contact – Person or Section responsible for receiving notifications regarding the limiting of energy flow on an arranged and/or confirmed interchange transaction for their organization.
IESO Gateway System – Okta-based User Account and Access Management and authentication system is responsible for receiving user Account and system access role /permission requests and for performing account creation and issuance, name changes, access role changes and user Account deactivation and for authentication of all user account logins. Receipts of requests may be from the IESO Registration System via automated provisioning workflows or manually from IESO Access Management or IESO Customer Relations. 
Individual Subscriber – is the general term used for IESO Identity Management individual end entities who apply for a User Account. An Individual Subscriber is any entity whose name appears as the subject in a User Account.
Meter Trouble Report Contact – Person or Section responsible for monitoring metering data and the response of the Meter Service Provider, and responding to the late notification of Meter Trouble Reports for their organization.
MSP Revenue Metering Contact – Person responsible for submitting meter registration requests, monitoring in-flight requests and data and viewing the master data for registered meter installations.
Notice of Disagreement Contact – Person responsible for submitting notices of disagreement for settlement statements for their organization.
Message – is a digital representation of a unit of information with a human readable equivalent. For example, a message may be a Participant’s bid or offer for an electrical market, pricing data, email message or a file.
Participant Primary Contact – is an officer of a Participant organization who is authorized by the Participant Authorized Representative to register Participant Rights Administrators on behalf of the Participant organization. The Participant Primary Contact designates and delegates the role of the Participant Rights Administrator. 
Participant Rights Administrator – means an employee of a Participant Organization that is appointed by a Participant Primary Contact and is authorized to register for User Accounts and system access role/permissions for Participant Individual Subscribers or Participant Application Subscribers requesting market systems access and an IESO identity credential.
Participant Authorized Representative – a senior officer at a Participant organization who can authorize an officer (i.e., a high-level employee) of the Participant organization to perform the responsibilities of a Participant Primary Contact. 
Password Recovery – For a User Account identity credential this is handled by issuance of a new temporary password to the Credential Subscriber or for account used with the MIM Web Services, issuance of a new enduring password to the Credential Subscriber. 
Revenue Metering Contact – Person responsible for viewing the master data for registered meter installations and in-flight data submitted during a meter registration request. The Revenue Metering Contact for a transmitter is also responsible for approving Site Registration. 
Settlements Contact – Person responsible for issues/questions relating to settlement statements for their organization.
Significant Change – is a change in a user’s credentials including change of first or last name, change of email address, phone number or User Account value is no longer accurate.
– End of Appendix –

Error! No text of specified style in document.Error! No text of specified style in document.	MAN-107
Part 0.1.3: Identity Management Operations Guide	Appendix B: Glossary of Terms


[bookmark: _Toc79489141][bookmark: _Toc201756820]References
	Document ID
	Document Name

	RUL-6 to RUL-24
	Market Rules

	MAN-108
	Market Manual 1.5: Market Registration Procedures

	MAN-146
	Market Manual 3.1: Metering Service Provider (MSP) Registration, Revocation, and De-registration

	MAN-165
	Market Manual 6: Participant Technical Reference Manual, 
Section 2.0: Participant Workstation, Network & Security



– End of Document –
 	Public	117
image22.png
Required Tasks to Complete

Listed below are the tasks that must be completed by the requesting organization for this partcipation type.

Request Details

Request Number: 19366
Organization ID:
Organization:
Request Type: Enter Market Participation
Participation Type: Capacity Auction

Required Tasks

‘Confirm Connectivity to [ESO Information System(s)

Assign Contact Role(s)

Need Help?
hitp:/wweso calregistration help2.4





image23.png
Reports  Actions ['] Atex Apprep - Appi

. Select 'Update Organization' Request Type
Request Details

Organization ID: 122846
Organization: ENERCON

Select Request Type

Update Section
Update Organization Information
Update Licence

Update Emergency Preparedness Plan
Manage Control Centres

Update Facility Contact





image24.png
Reports  Actions ['] Atex Apprep

Select an Update Type
Request Details

Organization ID: 122846
Organization: ENERCON
Request Type: Update Contact Role(s)

@] Need Help?
S| it i eso carregistration helpi#1 21

By Role

By Section




image25.png
Actions

. Search for a Registered Person
Request Def

Organization ID: 122846
Organization: ENERCON
Request Type: Update Contact Role(s) by Person

Search for a Registered Person

Search for the registered person using the following search fields. Enter complete information to refrieve
‘accurate results. At least one field must be filed in for the search. Ifthe person is not found afer a search,
the person can then be registered.

Person ID
Last Name

First Name.

@] Need Help?
S| it eso carregistration helpi#1 31

@

arch for





image26.png
[] atex apprep

Select Registered Person
. 1eso « Request Details

OrganizationID: 122545
Organization: ENERCON
Request Type: Updste Contact Rale(s) by Parson

Search Results
PersoniD LastName. Firstame. Prefered Name Wil Name.

O soress Smitn 2o

O sz Smitham Thais

O sz Smitn DavsL.

O sz e Gardon

O sz Smitn Linca

O s min Wy A

O sz Smitn et

O s e Veime

O s Smitn wace

O s st .

W4 23000 b x

11700 donot s he cores person,please e your seach i th s below o ik it New Perso

PersoniD
LastName |sm

Firstame.

o | Neeaes?
S| g cargstaton e 2

[ e ]




image27.png
Sieso «

Select Registered Person
Request Details

Organization D: 122548
Organization: ENERCON
Request Type: Updste Contact Rle(s) by Person

Search Results
PersoniD LastName. FirstName. Prefered Name
O s Smitn 2o

o
:
i
g

11700 60t e the coretperson, peaserefine your searchn e feds blow o cick Rgiste New Perso
PersoniD.

LastName | smitn

FirstName (b

@ Neea ietp?
oo calegisaton hlp#1.32

[] atex apprep

Micdle Name.

Regter New Peson

cancal




image28.png
Actions o || | Atex Apprep - Appian

. Update Contact Role(s)
. 1eso « Request Details
Organizatonto: 122548
Organzaton: ENERGON
Request Type:  Updste Contct o) by Person

Person Name: 505 Smith
Available/Removed Contact Role(s)

ik Ad Contact Roles) o s seected cosctrole().

‘Contactcannat heve ot Dispaten Data Submiter rle and ‘Dispaton Data Viewer st e same tme

Contact Role Hin.
Name Description Required

18 Vontn and Long-  Parson responsilefo st submissons or e 18-Vt Outooks and longerterm
Tom RSSmant ey stsessment for your SGANLEOn c

Ao erson ressnsie for conracualy binding you it e 1£50. Tris o

erson o Sacton esponsivl for submiting sndior changing res-ime bds o offers
for your arganizston

Zarson espensie o dunussingpriciant concust and sk i e 0-
SEnares marts o your ganzsnon

erson o Sacton esponsivl for submiting sndior changing res-ime bds o offers
for your arganizston

Berson o Secton asponsivl for viewing andor changing reskme ics o offrsfor
Vo organzanon.

Eerzon for submiting snd IS Fantor
Voo orgenzaton.

Ferson forregisizing for you orgar

erson o Sacton respansie for commuricating with e 150 sbaut nformaton
ey Senvces, Bropects s ohanGes o your arganzaton.

Eerson for submiting snd vg. o spproving banking
for yourorganizton.

erson esposile for rlisiity complisnce under e Ontaro Relisbilty Complisnce
oz o you Srganizsion T e Ses oesenng and SsEmng Ser.
(Carifcatons,perod dat SUbmital s Gats eaUSS, I case of poantisl non-
omplance, Submitng Seit Hepors and roviding Sssosisied mitgaton Fans.

Person esponsil forreporing efsiiy compliance on escaisted mattrs (due dstes
e mistad) incer b Orian Beiai Camgience Erogram o your orgenzason
o ey ofgner sy Ron B pesin ses s S ne et
Parspant Covpiance Conaet

Person esoorsile for moritoring MeterTrouble Repors,ading comments, and
Report recanng Niter Trouble Repors Hatus nobfcatons.

Notos of Eerson for submiting Nojoss o D o st
Disgraement  oryour sganzaton

serzon for viewing the maser dta for egitered mater anain
g Somaes g s et egavaton et The Revenue Nt
e for = pansier arger o spproving St

Efors for ransmssion ders pants.

Metaring

O setemens oo ssponsle o ssueuason g setaman st oy

« 4 viedtie b o

Existing/Added Contact Role(s)

ik Remove ConiactRole(s] t remove selectad consctrole(s). To remove il oniact (s, seect e op e check box snd hen cick ‘Remve Contact
Rolls)

O Contact Role Name Deseription Min. Required No. OrExisting

o | Neeaes?
S oo cargston e 25

[T e——





image29.png
| | Atex Apprep -

. Update Contact Role(s)
. 1eso « Request Details

Organization D: 122848
Organizstion: ENERCON
Request Type: Updste Contsct Roles) by Person
PersonName: Eab Smitn
Available/Removed Contact Role(s)
Gk Add Contact Rle(s o add selected contt rle(s).

Contact Role
Description

18 Mont snd Long-  Person o st submissons for e 18-Vanth Outooks and langer-
Tem RSy SRy Seesaent for o organizatan,

for bncing your witn e 150, Tris:
Repesinatve  roe signg Prmary Conacs e

‘Person or Sacton respansie for submiting sndiar changing esk-ims b or
B Ot ergansion. e

Complisnce snd _ Parson rasponsiie for iscussing partpant sonduct and sctvites witin e
et s e bty

DispsicnDasia  Person or Saston responsi for submiting andler Shangingreskima ics o
SRS e o your organiston e

Dispaten Data o Saston respansi for viewing andlor changing bicsorofers
v oryour organzatn.

for subnsting snd e Fan
oryour organizaten.

o

ket Paricigant
o=y

P Vater Troutie
Report

Notos of
Disagrasment

O Revenve veterng
© 0 amers s

Existing/Added Contact Role(s)

Glck Remous Contact Roe(s 1 remove selected contac e(s). To remove sl contact rolfs], selet th top ef chek box and e clck Remove
Contact Romte).

Contact Role .

o Description i e

Person rsponsibefor isuesiquestons relating o setement ststements
O settemenss for your arganzaton. g

| Need Hep?
s caegisvation hlp#1 25

oMoty | e ooy





image30.png
[] avex apprep

Confirm Contact Role(s)
Request Details

Organization D: 122848
Organizstion: ENERCON
Request Type: Updste Contsct Roles) by Person

PersonName: Eab Smitn

Contact Role(s) to be Added

N1 Desergtion Repores  Bmng  pemes  Sé
R e ol o ssesastons ling o stemen satmers 1 B
Contact Role(s) Summary
Trisis e s of cotact e()the personsecton il nave sir you ik Confr
Nt pesepton Repores  Bmng  pemmes S

Person esponsitle forssuesiquestons rlsing o setfementstsements or B
your organzatn.

= -




image31.png
[] atex apprep

Confirm Contact Role(s)
Request Details

Organization D: 122648
Organiztion: ENERCON
RequestType: Updste Contat Rles) by Persen
Person Name: 505 Smitn

Contact Role(s) to be Added

Contact Role Min. No.of Max.

Name Descrition Requred  Existing Pemitted i
Berson ressonsie for ssvesiquestons reatng o settement sistements for B
setemens mmp o 1
Contact Role(s) Summary
Trisis e s of cotact oe()the personsecton il nave sir you ik Confr
Contact Role win. No_of Max
Name Deseriptior  are you sure you would ike to assign the listed | Required  Existing Pemitted &=
contact ole(s) to this person/section?
setemens Em o 1 B

=
Ca - |





image32.png
Sieso »

Select Contact Role
Request Detis

Awtuu-c-{%dw

o, o st oo s v 50 e

0 EEEN. SIS

O oot e 3

0 EEES e e s o
O B mmrmmmymTRee —— f

O BT s o g e s v

0m Emomnmemmmsce .
O g f et e T
e T T
e e e
e T D T

0 s P ———————
e e e s e
N A ——
ety S DR BT
= e
St Sty e s e e




image33.png
Sieso «

Update Contact Role
Request Details

OrganizationID: 122545
Organization: ENERCON

Request Type: Updste Contact Roe(s) by Role

Contact Role Details

(Changes 0 e folwing cotact e shod be o s than e minmum and no grete than e maximum, Th coact ype ndetesf 45 contct ol can b assigned o

 person section or both

Contact Role  Dispatoh Data Submitr
Name:

Hinimum 1
Required:

Maximum -
Permitted

Contact Type: Person

Existing Contact(s)

T olowingperson(s) o secois) e curenty assigned o he Disptch Daa Submiterconactle.

‘Contactcannat heve ot Dispaten Data Submiter rle and ‘Dispaton Data Viewer st e same tme

O contact PersoniD PersonSection
O Feson st0360 p—
O reson st0080 Pater Primary
o | nesavelp>
) 1o

s calegsyason help#1.23





image34.png
| | Alex Apprep

. Update Contact Role
«®
. 1eso Request Details
Orgarizatonto: 122548
Organzaion: ENERCON
Request Type: Updste CotactRoe(s by Rl

Contact Role Details

(Changes e fllwing contct o shouk b o ess than e miimum and 10 greter tan he maxinum. The cotac type ndate i conact e
can b sssgned 103 person, st o bt

Contact Role  Dispsich Dsta Subnster
Name:

Winimum 1
Requiree

Mximum -
Permitic:

Contact Type: Person
Existing Contact(s)

“The flowing persots) o secion(s) ar curenty asignd o the Dipatch Dta Submiter coniact 1

(Contactcanmat have ot Dispeten Dats Submitar roe and Dispaicn Data Viewer st e sams e

O contact PersoniD Person/section Status

O peson sorasn Sos Smitn

O person 103 Lo Kostsier Eastng

O peson stosn Pt Primary Ecstng
Need Help?

S| e e careisraion hep#1 23

Remove Ferson || AdaParson





image35.png
[] atex apprep

Sieso «

Update Contact Role
Request Details
Organizstion 0 122840
Organization: ENERGON
Request Type:  Updsie Cortact
Contact Role Details

(Changs o te folowing cotact ol shold b 1 e hanth inmam and o greter han th masimum. The contactyp indeaes ¥ his conat
ol canbe assigne 0.3 prson, secon o both

Contact Role  Dispaich Dsta Submiter
Name:

Winimum Contacts 1
Required:
Maximam -
Contacts
Pemited:

Contact Type: Parson
Contact(s) to be Added
Contact PersoniD. Personsecton

Ferson orse Bab Smitn

Contact(s) Summary

Tis s the st of concts) st wil b assigned 0 the contactrle sfer you ik Confi.

Contact PersoniD Person/section
Ferson orse Bab Smitn
Fersen i oo Kostser

Ferson ste0s0 Peter Prmry





image36.png
.ieso

A
Starred

Applications
Recistration System

PR Richard RightsAdmin

Actions
4 commentascees
| GrnResoe Sysem s o E50 momston ystens
Manage My information
Update Personal Conact Iformation, Request System Access, Request o Deregiser




image37.png
Jane Doe

Actions
All » I ; Manage My Information <
Starred & Update Contact Information, Request System Access, Request to Deregister

Applications
Registration System (2)




image38.png
PR Richard RightsAdmin

Choose an Organization

Organizations.

Nome
© ACMEGENERATION

o NEWECOGENERATION
© BIGSTEAM GENERATION
© HIGHTENSION NETWORKS

MUSKOKANETWORKS

© PROVINCIALDISTRISUTION
1 cmesoisTRIBUTION
O TRIPLEANETWORKS

1 GITCHIGUMI DISTRIBUTION

PRI FH T





image39.png
ords  Reports  Actions [] Richard Rightsadmin

. ieso Select System Access Request Type
Request Details.

Organization: ACME GENERATION

System Access Request Type
Select: | Grant Access Role(s) [-]
Grant Access Role(s)
Revoke Access Role(s)

N Cancel

*Required




image40.png
Actions. PM Richard RightsAdmin

Select Account Type

Request Detils
P—E
Orgaizaton ACMEGENERATION

Systom Access Gran Access Ros)
Request Type

Assignee Type

Ty ——
i ol 21 b e 1o o e AGE s o et 61
Coneestars Mochon e e 3 00 T At e eSS 4 70 o
o P s 1 o 1 i 3 ok o

* Soloct Parsn

“Reqind




image41.png
®ieso Search for a Registered Person
RequestDaa

Orgaizatonto 95355
Orgonization ACME GENERATION

Systom Access Gran Aceess Roes)
RequestType

Account Type. Parsen
Search for a Registered Person
‘Sesen e regstrssorson s oy s s Erer ot smtonta e

e o s

Persontd
Lastame

Fisthame

“Requred




image42.png
Actions. BM Richard RightsAdmin

®ieso Select Registered Person
Request Details.

[r—)
Orgoizaion ACME GENERATION

Systom fccess Grat Acces Rlts)
RequestType.

AccountType Peson
Sesrch Resuits

e search e e town st pasns Seect e epsteres s you were e 1
ol 5 ke 810k S0eh o St Rt e P

Posond  LssName  Fisthame  Profered Name Wi Name
B o Somer en

RIRIREPTI

T T T r—
[ry
Lostame  somer

Fisthams om




image43.png
Register a New Person
Request Dot

Orgoizaionto

Orgnization

Systom Access
RoquestType

Accoun Type

ACME GENERATION
Gt Accoss Relot)

prsen

s 4 st manon v e s s v sen st wn v

Person information

* st Wame
* Lasthame

* Main Phons

M Phone
‘Enension

* Mok Emai

* Address ina 1
AddressLino2
Address Loy
Addross Ui s

- iy

* Provicasite

* PostlCodeZip

Code

* County

A
vt Cana e USA. st A

a7 TS 1205 1

Cansta





image44.png
Actions PR Richard RightsAdmin

Sieso Confirm New Person Registration
Gl i st o 4t BT S0 vt s et oy

Request Details:
r—)

Orgnizaton ACME GENERATION

Systom Access Gran AccessRoes)

Request Type
Account Type. Parson
Person information
[eT—_— Address e 1 12PukLane
Lostame Doo Adrosstine2
MainPhone. 123466790 Adrosstine3
Moo Emal toi@restcom AdrossLino 4

Clty Groone
Provincasae. Ontai>

Posul CodeZp 102W3E
Cote

County Canada

otk [





image45.png
cords  Reports  Actions. P Richard RightsAdmin

Select Access Role(s) to be Granted

Request Details

L)
Orgonization ACME GENERATION
Systom Access Gran Access Roes)

Request Type
Account Type
[e———
Pasontd 507435
Existing Access Role(s)
Rol ame Descripion
[rym—
DIRIRRPTR
Access Roles.
‘St cces ok o s Th e () s caespond o s k) i oy b
presteiariiaslinensta
Finaciol Market Oparation/Setemants
£ RoleName Descrpion
[ Comcssta SioTomamsongis oot v e Tammssn Rots Axion
oSG8 Repons  Spiesion Rotirs fndhel st apons 3 9 1ES0 Pon it Repors st

£ G s et g i 5 P eors .
W4 o s

[ p—
o enane Descrpion

S e e e e S PR

) Settmants Seacr 8 Setamant frmaton va e O Satnnt RasstFom,
S Repare prk b e
) NokeOlDsageanent  Submitotces o dssgeamen iahe Workow Noceof Disareament

Rt stfoment epos i he [ES0 Partcpart Repors st

g
{

= -





image46.png
ichard RightsAdmin

Confirm Access Role(s) to be Granted

P o e st i e £ s o e K 7 st

Request Detils

Orgoizaton 0 538955
Orgonzaion ACME GENERATION
Name

Systom Access. GranAccess o)
RequestType

AccountType
Person JaneDoe
ParsoniD 507435

Access Role(s) to ba Granted.

Acces Roles o Conim for Account

RoleHome Descripion

Francllistat  Subrt Tansmison ey e——

TR, R e R

Francai et

& Rt tnsnclmakt epcs v e IS0 Paricpan Repors st

Woe1zez b ow

capm [




image47.png
Reports  Actions

Sieso Select Access Role(s) to be Revoked
Request Dot
[ —
Oz ACMEGENERATION
Syt Accoss Rk coss Rl
et e
e T
Puson Jane Doe
Pusonto SG7435

Existing Access Roles

s st v s s ek o 1 a7 i e show o et e

Revenue Motring Meteed Market Paricpan(MME)

o RoleName Descrpion

Py Vit Saiog of v et dta 3 dourosd maarg et s
R g Yo VNS i Rerrs T R 1 IS0 P g
PIRIRRPTR

[ e





image48.png
Actions

Confirm Access Role(s) to be Revoked

s coim e ccss i) it i 4 ke P i et
Request Detils
rN—)
Orgoizaion” ACME GENERATION
Systom Access Rovoka Aceess Ros)
RoquestType
Account Type
Person Jans Doz,
Persontd 507435

Acess Role(s) to be Revoked

RoeName Descripion

L R MR T R T S

PRI

douioad mteng el va e
icpan Repas

[ T




image49.png
ports  Actions M Richard RightsAds

Sieso Select Machine Account
RequestDetis

Lr—)
Orgn

sion ACMEGENERATION

Systom Accoss Gran Access Roas)
RequestType

Accoun Type. Machne

Seareh for Machine Account

f T —

MachineAccount

WD ko | o




image50.png
PR Richard RightsAdmin

®ieso Select Machine Account
RequestOusits

[r—)

Orgoizaton ACME GENERATION

Systom Access Rovoke AccessRos)
Request Type

AccountType Machine

Search for Machine Account

P e machrsect 10t e o s 00 0 s

Machine Account

L mr——y

Worning . your organzaon equeesconined e of ccas clf) htyou are abut o ek, anure
ko ey P Sl maEhn acum i h AR S 9A) B Terokn)
e i)t e s e yous 19 E41o 0 21 5 e o o Sesress
e €50

otk [





image51.png
PM Richard Rig

®ieso Confirm Existing Machine Account

Request Detils

pr—

Orgoization

Systm Access

Account Type

593999
ACME GENERATION

Gant Access Rt

achon

Machine Account Detils

MachinaAccount
o

Persontd
Fisthame

ok

o0 o sceunt 0o s o lown st Sl s 11 8 o o cisganic
55 e 917 S, o0 e o S G ks

AprEsouonz

anmn
£ aten
oy





image52.png
Actions Richard RightsAdmin

Create Machine Account for Access Role Grant

Please enter the enrolment information for this new machine account,

Request Details

Organization ID 109120

Organization BJ ENERGY LLC
Name

System Access Grant Access Role(s)
Request Type

Please provide the IP (Intemet Protocol) address for the AP to be associated with this new machine
account.

1P Address

Go Back Cancel
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Action | Update Person Information =]
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Richard Rightsadmi

Update Person Information For Richard Rightsadmin

Please make any updates to your person information below.

Person Information

Person ID 507437 test@test.ca
Position Alternate Email 1
* FirstName  Richard Alternate Email 2
* LastName  Rightsadmin * Address Line 1 1234 mystreet
Middle Name Address Line 2
Preferred Name Address Line 3
* Main Phone | 123-123-5678 Address Line 4
Alternate Phone 1 * City | Toronto
Alternate Phone 2 * Province/State | Ontario =
Fax Number * Postal CodelZip [M5V 3Y3 ]
Code
* Country |Canada =]
Contact Notes

“Required
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*Required
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Address Line 2
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Province/State Ontario

M5V 3v3

Country Canada
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Dear Okta,

‘The IESO s using Okta to manage their web applications. This means you can
conveniently access all the applications you normally use, through a single,
secure home page,

An IESO program administrator has created an Okta user account for you,

Your unique IESO Program Login name is: login_name

**Please be sure to note this down as you will be using it to login to
Okta going forward.

Click the *Activate Account” button below to complete the set-up of your
account.

Or copy and paste the below link into your browser:

hitps://qatew: /welcome/RVOSQVAINHFO! UBE

Please note, this link expires in 90 days.

What happens when I dlick on the account activation button?
You will be directed to the account set up page where you will inalize your
account detail. This includes setting a new password and securty questions
for your account. Once completed, you will be able to access your IESO

program platforms.
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Set up multifactor authentication

Your company requires multifactor
authentication to add an additional layer of
security when signing in to your IESO Gateway
QA account

Setup required

] Security Question
Use the answer to a security
question to authenticate.
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Set up multifactor authentication

You can configure any additional optional factor
or click finish

Enrolled factors.
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[J remember me

Need help signing in? _
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Password

[J remember me

Need help signing in?

Forgot password?
Unlock account?

If you have further questions, please visit us at
hitps//wwwieso.ca/en/Corporate-IESO/Contact
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Email sent!

Email has been sent to
with instructions
On resetting your password.

Back to Sign In
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Reset Password

Email or Username

Back to signin
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Reset your IESO Programs Password

IESO Program Admin <noreply@ieso.ca>
Tue 5/11/2021 9:46 AM
To: You

Thank you for using IESO Programs. This email will allow you to reset your

password so you can get started on new applications or manage existing
projects.

Click the button below to reset the password for your IESO Programs account:

Reset Password

Or copy and paste the below link into your browser:

https://gateway.ieso.ca/signin/reset-password/dfp2U-TKYzegOXFkpINY

Please note, this link expires in 7 days.

IESO @ @ @

Retrofit | S
IESO |
Feed-In Tariff (FIT) |

microFIT | n
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Repeat password

Reset Password

sign out
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Independent Electricity...
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Preferences
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Please contact your admin for assistance.
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Market Information Management Application Interface (Web Services)

N

This signed IESO MIM Web Services provides the programmatic API to submit/download MIM data using SOAP based web services. This version of the
API requires two part of authentication: UserID/Password and whitelisted client machine IP address.

Quick Reference Guide

Last Updated AugTl, 2016

Document 2ip WSDL XSD
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ParticipantIESO01Upon initial requirement to access IESO secure web serversA.01Credential SubscriberObtain Internal Approval and communicate contact role and Related system access requirement to Applicant Representative A.02Applicant RepresentativeSubmit request for User Account and Contact role(s)  via Online IESO Registration SystemA.05Credential SubscriberReceive notification email with  User Account Name and Activation email with link to IESO Gateway. Continue on to account initialization to set password and configure MFA OptionsA.03IESO Registration SystemReceive and process Grant/Revoke access request and initiate automated account provisioning for creation of  user accountA.04IESO Gateway SystemReceive automated account provisioning request for  user account. Create account/enrol in role groups and issue activation email to Credential Subscriber02Grant/Revoke Service Request Closed03Initialization process trigger (proceed to Figure 4-11)Grant/Revoke request submitted for User Account , contact roles/ system access permissionsParticipant Identity Credentials Application ScenarioUser Account ID,  names, email,  infoActivation email to end  UserRegistration notificaiton email to end  User
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ParticipantIESO01Upon requirement to make insignificant change(grant or revoke access system access) to Credential Subscriber informationB.01Credential SubscriberObtain Internal Approval and communicate Contact roles requirement to Applicant Representative or system access requirement to Rights Administrator B.03Rights AdministratorSubmit request for a change to a  user account͛s  System access permissions via Online IESO Registration SystemB.05Credential SubscriberReceive confirmation of access / contact role changes and provisioning resultsB.04IESO Registration SystemReceive Grant/Revoke access request and update access/ contact roles registration and initiate automated account provisioning for changes in   user account͛s role groups in authentication system.B.06IESO Gateway SystemReceive automated account provisioning request for  user account. Make changes in role groups in Okta02Grant/Revoke Service Request Closed03Change request process closedGrant/Revoke request for User Account͛s Contact roles /  system access permissions changesParticipant User Account Change Scenario 1User Account͛s role group changes provisioningNotification email to end  UserSystem AccessrolesInform end user of changes to access or contactrolesB.02Applicant RepresentativeSubmit request for a change to a Person͛s Contact roles  permissions via Online IESO Registration SystemContactroles
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ParticipantIESO01Upon requirement to make a significant change (email, phone, name) to Credential Subscriber informationC.01Credential SubscriberUpdate the Person record in Online IESO Registration System where applicable and confirm the changes in the system.C.04Credential SubscriberReceive confirmation of  account attribute changes provisioning resultsC.02IESO Registration SystemReceive Person change request task in Online IESO Registration. Validate and process person and user account change information. Submit changes to IESO Gateway system. C.03IESO Gateway SystemReceive automated account changes provisioning request for user account. Make changes to account for name, email address.02Account Changes Service Request Closed03Change Process  endsPerson change for name, email address or phone number etc.Participant User Account Change Scenario 2User Account͛s attribute changes provisioningNotification email to end  UserRegistration notificaiton email to end  User
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ParticipantIESO01Upon requirement to have a person͛s identity credential / contact roles and system access request revoked as it is no longer requiredD.01Credential SubscriberCommunicate removal of participant contact / access roles and system access permissions and desired account deactivation with Applicant Representative or   Rights AdministratorD.06Rights AdministratorReceive notification of removal of User Account͛s participant systems access and deactivation of account(s) where no longer requiredD.04IESO Registration SystemReceive Grant/Revoke change request(s) submitted by Applicant Representative / Rights Administrator. Validate and update registration records and submit de-provisioning changes to IESO Gateway system. D.05IESO Gateway SystemReceive automated account de-provisioning request for  user account. Make changes to account and deactivate account(s) where no longer required.02Grant /Revoke Service Request Closed03Identity Credential  De-provisioning/Deactivation process endsParticipant User Account De-Provisioning/Deactivation Scenario 1User Account͛s role group de- provisioning and deactivation of account where applicableD.03Rights AdministratorRemove selected person͛s participant system access roles for selected organization  via Online IESO Registration SystemPrimary Contact where Person already terminated System Access rolesNotification of revocation status to Rights AdministratorD.02Applicant RepresentativeRemove selected person͛s participant contact roles for selected organization and where applicable request account deactivation via Online IESO Registration SystemContact roles and user accountGrant/Revoke request for Person Contact roles /User Account changesGrant/Revoke request for Person System access roles / User Account changesPerson not terminated
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ParticipantIESO01Upon requirement to recover identity credentials (i.e. forgotten password E.01Credential SubscriberUse Gateway online provisioning tools to recover credentials or replace forgotten identity credentials password using the email recovery option. Else communicate need to recover account password to IESO Customer RelationsE.04Credential SubscriberReceive recovery email link / token for User Account password reset or temporary password from IESOReset password via IESO GatewayE.02IESO Gateway SystemReceive account recovery request for  user account. Validate request and issue recovery token via email.02Account Recovery Service Request Closed03Identity Credential  recovery / request process closed. Participant User Account Recovery Scenario 1Online Account self  recovery requestEmail notificationE.03IESO Customer RelationsArrange for recovery of user Account password so a temporary password is sent to the Credential Subscriber.Where applicable arrange for unlocking of account if required.Manual Account recovery requestE.05IESO Gateway SystemReceive account recovery request for  user account from Administrator. Validate request and permit temporary password setupTemporary password notificationSelf RecoveryAssisted RecoveryE.06IESO Gateway SystemValidate reset of user account password based on email token or IESO issued temporary password Reset of password using Temporary password or with email token
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ParticipantIESO01Upon requirement to choose a Participant Rights AdministratorG.01Primary ContactComplete selected person͛s Rights Administrator role assignment for selected organization and create user account request using Online IESO Registration System where applicableG.04Rights AdministratorReceive activation email with  User Account Name and link to IESO Gateway. Continue on to account initialization to set password and configure MFA OptionsG.03IESO Gateway SystemReceive account provisioning request for  user account. Create account and provision access roles and Issue activation  email.03 Grant/Revoke Service Request Closed04Initialization process trigger (proceed to Figure 4-11)Participant Rights Administrator Enrolment ScenarioGrant / Revoke RequestTarget person already possesses an existing IESO accountManual Account recovery requestActivation email to end  UserG.02IESO Registration SystemReceive Grant/Revoke access request from Primary Contact. Validate grant/revoke information. Update organization /contact roles registration and initiate automated account provisioning where applicable for  user account creation and/or role groups in authentication system.02Participant Rights Administrator enrolment completeTarget person  has no IESO user accountRegistration notificaiton email to end  User
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