Reliability Compliance Tool (RCT)
raining Webcast

August 25, 2016



Agenda

e Tool Overview
e Standard Self Certification Process Views
e EPP/RPA Self Certification Process Views

e Self Reporting Process Views
e Q&A
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Reliability Compliance Tool Training
* Objectives
— The objective of this training is to provide
participants the opportunity to become more familiar
with the tool’s look and functions in order to
successfully perform self-certifications and self-
reporting using the new Online IESO RCT.
e Participation
— The RCT is available to the following registered
participant roles:
— Market Participant Compliance Contacts
— Market Participant Escalation Contacts

— Market Participant Emergency Preparedness and
toration Contacts
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RCT Overview

* The IESO has developed a new RCT application using
Online IESO framework, which replaces the existing
Reliability Compliance Tool (RCT)

e The new application integrates with existing IESO
systems for user authentication and interacts with
various other existing IESO databases.

o [t delivers the same level of business services to facilitate
reliability compliance self-certification and self-reporting
for all market participants and IESO users.
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RCT Implementation Milestones

Key Milestone R

Project Initiation March 9
Market Trials Testing (MTT) Complete June 24

Build Complete July 15
End-to-End UAT Complete July 22
Training Complete August 25
Documentation Complete September 14
Production Release September 14
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Ensuring Access to the RCT

* Log onto Online IESO : https://online.ieso.ca/

e Enter your user ID/password
e If you have forgotten your password:

— Click on the forgot password link — you will be
redirected to the portal

— Enter your user ID and click continue

- - ?
Sign In with User Account Name and Password Forgot your password?
Enter your user 1D (Account Mame)

Enter your User Account Name. and click the forgot password link
on the next screen

User Account Name: |

Not a registered user?
Ask your Organization's Rights

- Administrator to register you in
Online I[ESO
=i
by 1€S0

Connecting Today.
Powering Tomorrow.



https://onlinesandbox.ieso.ca/
https://onlinesandbox.ieso.ca/
https://onlinesandbox.ieso.ca/

Ensuring Access to the RCT (con't)

* Recovering your password (con’t)
— Click on ‘Forgot your password’
— You will be prompted to answer security question(s)
— Once answered, you can reset your password
— Finally, close down your browser and log in again

Sign In:
Please type your password and then click on the "enter” button. Reset Your Password
Please enter your new password helow nd click “enter”, then type it again and dick "enter” to confirm your password.
Choose a new p: that is easy t and meets these password rules:
 — + Case sensiti we(l'h G':IDS Lock™ key should be off)
+ Fight characters er
- « Contains all of the following three types:
ssssss rd: © upper-case
|| o lower—case
o s | character [NOTE - Do yor \
(backslash), < (less th: ), > (grea ), " (: ) " ( ).1
icludes no spaces
lease m sure the "Num Lock™ key
ieso — -
- HNew Passwor
Power to Ontaria,
712 %’ﬁ?ﬂ%) n
[enter ]
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Reliability Compliance Tool

e Here’s what you can expect to see after typing the
following and pressing enter

https://online.ieso.ca/ ...
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https://onlinesandbox.ieso.ca/
https://onlinesandbox.ieso.ca/
https://onlinesandbox.ieso.ca/
https://onlinesandbox.ieso.ca/

Welcome to Online IESO

The initial sign in screen:

Sieso

Username

Password

] Remambear me on this computer

Forgot Password

Legal Disclaimer:

Attention to Participants: This system is owned and
operated by the IESO, and all use of this system is
governed by the Market Rules. As a registered Participant,
you have received a unigue and confidential User Account
and Password from the IES0 to access this system and you
agree to maintain their confidentiality. You specifically
agree that you are exclusively responsible for all access to
and any activity on this system that occurs through the use
of your User Account and Password. If you become aware
of any unauthorized use of your User Account or Password,
you agree to immediately notify the IES0. The IESO is not
liable for any loss or damage arising from any unauthorized
access or use of your User Account and Password. If you do
not agree with these terms and conditions, immediately
advise the IESO and do not login to this system.
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Once Signed in ...

You will be taken to the News Tab View for Online IESO

News Tasks Records Reports Actions

D Scott Berry - Appian.

—

‘9 ieso

Manage Participation A participation service provider request has been created for TEST

ORGANIZATION 1: Meter Data Associate #amp YOU WI" see your
May 17, 2016 Comment  More Info+ name |n the top
All - H
Updat right hand corner
pdates Manage Participation A market participation request has been created for DR TEST
Participating ORGANIZATION: DRMP - Owner; DRMP - Operator, DRMP - RMP; DRMP - MMP #amp
Kudos ¥ Apr7,2016 Comment  More Info
Starred ¥

9 IESO System The configuration instructions have been sent
Apr 7, 2016

@ IESO System The training information has been sent
Apr 7, 2016

Load - Meter Market Participant; Load - Operator; Load - Owner; Load - Registered Market

Manage Participation A market participation request has been created for ENERCON:
Participant #amp

Mar 18, 2016 Comment  More Info =
9 IESO System The configuration instructions have been sent

Mar 18, 2016

@ IESO System Peter Primary confirmed connectivity to IESO Information System(s)
Mar 18, 2016

You can then navigate through the Online IESO tabs to perform your required work.
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RCT Actions Tab

MPs will be able to see the Report Possible Standards Violation Action only in the
Actions Tab

L= jrer e
e "_ _ |@ https;//onlinega.ieso.ca/suite/tempo/actions/view/a p v B 0 H g IESO gIESO Home @ npcc.org @ AT }LT'U\ __ c:

News Tasks Records Reports Actions D Robbie Reliability - .&"I|]|Jiaﬂ

‘% ie SO Report Potential Standards Violation (MP)
4

Report a Potential Standards Violation
All »
Starred 7

Applications

Reliability Compliance
Tool x

If you access the Online IESO
platform for other applications you
can choose the RCT Application here
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RCT Tasks Tab

Self Certifications will appear as Tasks in the MP Task Folders and can
only be initiated by the IESO

News Tasks (1) Records Reports Actions

[ ] Robbie Reliability - Appian

Sieso

=+ Me

Assigned to Me » J Submit Self Certification | Cert: 5C-2016-00309
Sent by Me 1\

Starred s
Unique Identifier

A moment ago

Status
Open *

Deadline
Overdue
Today
Within 7 days
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RCT Records Tab

MPs will have a record of their submissions kept in the tool.
MPs will only be able to view their own records.

Records Reports  Actions D Robbie Reliability - Appian

@ ieso Records

= RCT MP Potential Violations

All» = Provides details of all of your organization's potential violations and status
= RCT MP Self Certifications
= Provides details of all of your organization's Self-Certification Requesis
= Users
=a "
= Directory of users
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Self Certifications

 The ERO and MACD are transitioning to a self-
certification program that focuses on the most critical
reliability standards and that is tailored to each market
participant’s risk profile. In addition, to increase the
level of compliance assurance, in the future MACD will
require market participants to attach evidence of
compliance to their self-certifications.

* The tool has been developed to accommodate these

more detailed or “Guided” Self Certifications as well as
EPP/RPA Self-Certifications.
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NERC Standards Self-Certification Notification

e Guided Self-Certifications: MPs will receive an email

notification with a link to the Self-Certification Task in their
Online IESO account.

File | Message

> @
. = : 3 Tray 3 ¥ Mark Unread 1 Find >
T3 Ignore x —»GL _GB _$ B2 Megting | = Forward to: < Travel _L [ Rules - = Markbnrea a: & Fin _{ +
5 To Manager & Team E-mail - 85 categorize ~ 2y Related -
+ Delete | Reply Reply Forward & - —|| Move |3 i - Translate Zoom Copy )
& Junk o < More « Done i Reply & Delete 5 o€ [ Actions ¥ Follow Up © - K Select - Mot e
Delete Respond Quick Steps Pl Move Tags Pl Editing Zoom Enterprise Connect

@ If there are problems with how this message is displayed, click here to view it in a web browser,

From: Online IESO - QA <onlineqa@ieso.ca> Sent:  Sun 2016/06,/05 1:00 PM
To:

(cE

Subject: MNew Task: Submit Self Certification | Cert: SC-2016-00309

Submit Self Certification | Cert: SC-2016-00309

This task was assigned to you on Jun 5, 2016 11:59 AM EST
The task priority is Normal

This message has been sent by Appian
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Online IESO Sign in Prompt

‘%ieso

Usermame

Password

| Remember me on this computer

Forgot Password

Legal Disclaimer:

Attention to Participants: This system is cowned and
operated by the IESO, and all use of this system is
governsd by the Market Rules. As a registered Participant,
you have received a unigue and confidential User Account
and Password from the IES0 to access this system and you
agree to maintain their confidentiality. You specifically
agree that you are exclusively responsible for all access to
and any activity on this system that occurs through the use
of your User Account and Password. If you become aware
of any unauthorized use of your User Account or Password,
you agree to immediately notify the IESO. The IESO is not
liable for any loss or damage arising from any unauthonzed
access or use of your User Account and Password. If you do
not agree with these terms and conditions, immediately
advise the IESO and do not legin to this system,
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Self Certification Task

A Self-Certification Task will be waiting for you in your Tasks area

The task will identify it as a Self-Certification and have a unique Identifier
for your records

News Tasks (1) Records Reports Actions

[ ] Robbie Reliability - Appian

Sieso

+ Me
Assigned to Me - J Submit Self Certificatidn | Cert: $C-2016-00309
Sent by Me .
A moment ago

Starred ¥

Status

Unique ldentifier
Open %

Deadline
Overdue
Today
Within 7 days
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Self-Certification Submission Screen

News Tasks (2) Records Reports Actions

| | scott Berry - Appian

— - o -
% ieso Submit Self-Certification Request
ertification Request DetailD B
Save Changes
Reassign Task RequestID  SC-2016-00521 Organization ID 102007
Certification Name Electronic Security Perimeter Submission Due 9/30/2016
Date
*Cerliﬁcﬁtion Text Please complete the attachment and upload \t.*
Please provide any supporting evidence Compliance Period 1/1/2015
. Start Date
Certification Type Guided Self-Certification
Compliance Period 12/31/2015
End Date
Standard ID CIP-005-3 Governing Body NERC
Standard Name CIP Standard 1/1/2011
Enforcement Date
Standard Cyber Security - Electronic Security Perimeter(s)
Description
main areas on _J
ReqID Requirement Text Compliance Comments

the Form to review

Electronic Security Perimeter — The Responsible Entity shall
ensure that every Critical Cyber Asset resides within an Electronic (" Compliant
CIP-005-3_R1 Security Perimeter. The Responsible Entity shall identify and
document the Electronic Security Perimeter(s) and all access
points to the perimeter(s).

() Non-Compliant

Access points to the Electronic Security Perimeter(s) shall include - N
any externally connected communication end point (for example, - Compliant
dial-up modems) terminating at any device within the Electronic () Non-Compliant
Security Perimeter(s).

CIP-005-3_R1

For a dial-up accessible Critical Cyber Asset that uses a non- . _
CIP-0053 R12 routable protocol, the Responsible Entity shall define an Electronic ) Compliant

- gec_urity Perimeter for that single access point at the dial-up ( Non-Compliant

evice.

Jitems

Certification Documents

Guided Self-Certification Worksheet
Guided Self-Certification Worksheet _Test 2016_08_16

Click to Download any attached Worksheet, follow the
instructions and Upload the Worksheet once complete



= .
b= ieso

COMFIDEMNTIAL — Mon-Public Information
Guided Self-Certification Worksheet
Standard: Test

Requirements: Test
Compliance Period: Jan1 —Dec 31,2015

SCOPE:
Provide summary of your compliance with the applicable Standard Requirements abawe.

Supporting Evidence and Documentation
Registered Entity Response:

Describe, in narrative form, how you meet {or do not meet) compliance with the Requirements.

Includ = 3 concluding statement stating the results of the self-cartification.

Registered Entity Evidenos:

Provide the following for all evidence submitted {Insert additional rows if necessary):

Fil= Name, File Bct=nsion, Document Title, Revision, Date, Page|s). Saction|s). Section Trthe{s).

Description

Your Evidence references here

Submit your evidence with this attachment.

Guided Self Certification Worksheet

B ieso

Connecting Today.
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Complete Self-Certification

lasks (£]

@ ieso Submit Self-Certification Request q
Certification Request Detalls |

Save Changes

Raassign Task Request 1D SC-201E8-00521 Organiestion 0 102007

Conification Mame  Elecieores Sacunty Permatar Subenizsion Due 307016
Diase

Centificaiion Text Pleass complets the afiachment and upicad it
Please provwie oy SpRontng eedence Compliance Pericd 1103015
Start Nate
Cortification Type Guded Seil-Cortfeaton
Cesnplance Pericd 1270312015
End Date

Standard Datails

Saasedacd 1D

=X Cinnnining Body

L Entorcomert Dote 1. Indicate your
Desciption ot o ' Compliance Status

Requirement Details

Rieq 1D Resgquiremaent Test Comimenis

Ebectrons Securty Penmader — The Aesporasbie Enbify shall
wresuen thal every Cribcal Cyber Assed resades withn an Elocffone. @) Comgiani
CIPOE-3_R1 Savaity Panietir This Rinpordsis Ertty ahal sentty and

dotusant the Elscions Securty Panmesler|i) and all acoiis
points 1o the perrmaten|s]

W hurvp bisin Compliant gvar B anng complante

Agidd ponis 1 W Eletiores Sadurty Parimetsns ) shal mekade

CIROE- B11 arny gty conned i somTunmation el poar (for axample
o= dealup modems | termerating af anry deveos within the Bl trons:

Spcunty Perematons )

Wi o Bt Comphant ool Thd SN COMphance

2. Provide any
relevant comments

For & dhil-up Scirigabin Crbsal Cybaed Adied that uied & non- .
CIPOE-3 13 [oaunable protccsl B Responsitia Enty shall define an Electronee  *®/ Comgliant

- Spcunty Penmeter for Tal single acoess poent al e dal-up Hean-Coerpban
D

Certification Documents
Guided Sell.Conification Woikihiaet

liplaad | Mook bael-aed-fuppssting b Bl *

Ghusieed Splf-Corbhic o Wisrleahaott_Tiril_J016_08_15_Radgsnia doex (53 59 KE)

[ - Beowse /[\

3. Attach the completed Worksheet and any relevant evidence to support St Cormptanc | 4. Press Submit
your compliance status.

ng Today. 20
Tomorrow.



Optional PDF Download

News Tasks(2) Records Reports  Actions . Scott Berry - /ppian

@ I eso Download Self Certification Submission

Download the PDF of your submission for your records. Once closed, this document will no longer be available.

Save Changes seffCet Request SC2016.00521 4 Select if you want to download a pdf copy of your submission

Close

Ss
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MP PDF Download Example

« PDF will include a title page, details of your submission and a copy of the

attachments included in your submission.

Self-Certification

SC-2016-00521
8/16/2016

Certification Request Details
Centification Request ID: SC-2016-00521

Certification Mame: Electronic Security Perimeter

Cemnification Text: Please complete the attachment and upload it
Please provide any supporting evidence.

Organization ID: 1020407
Submission Due Date: 930/ 2016

Standard Details
Standard ID: CTP-D05-2

Standard Mame: CIP

Standard Description: Cyber Security - Electronic Security Perimeter(s)
Goveming Body: NERC

Standard Enforcement Date: 1/1/2011

Requirement Details
| Fequirement ID | Fequirement Text | Complance Commens:
CPMS3 Rl | Elsctromic Secwity Parimster — The Raspomsible Exity | ¥ W hars besn Compliat v the antire
akall Critical Cybar s i compliance pariod
‘Electromic Security Parimater. The Rasponsitls Entity dhull
3dantify and documant the Flactronic Secarity Pacimetar(s)
and all % poi i
CIP005-3 K11 | Access poimes to s Electromic Secumiry Parimotar(s) skall | Y W hurvs ben Compliare over the andre
inchuda axr eotarmalhy comnected comnamcation and paint compliance pariod.
(for sl dialop e dems) terinaving o army device
withén the Elactronic Secazity Pecimetar(s)
|CIP003_RLY | Fora sl sccesdtls Criscal Cyber Asuet that wes ancn- | ¥ [ e p——
soutahle protocal, the Rsepensitle Extity dall dsfine 2 camplince pariod
‘Electromic Security Parimater for St single access poit ot
sha diak 1 denice.

CUTTTETTITTE TOUdy.
Powering Tomorrow.
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MP PDF Download Example Con't

« PDF will include a title page, details of your submission and a copy of the

attachments included in your submission.

Attachments Included in this Submission
Guided Self-Certification Worksheet_Test_2016_05_14_Response

®ieso

Cannecting Today.
Pawering Tomarm,

CONFIDENTIAL — Non-Public Information
Guided Self-Certification Worksheet

Standard: Test
Requirements: Test
Compliance Period: Jan 1 — Dec 31, 2015

SCOFE:
Provide summary of your compliance with the applicable Standard Requirements sbove.

Supporting Evidence and Documentation
Registered Entity Respomse:

Describe, in namrative form, kow you meet (or do not meet) compliance with the Requirements,
Include a conchading statement stating the results of the self-certification.

Your narrative and concluding statement here.

Registered Entity Evidence:

Provide the following for all evidence submitted (Insert additional rows if necessary):

File Name, File Extension, Document Title, Revision, Date, Page(s), Section(s), Section Title(s),
Description

Your Evidence references here

Submit your evidence with this attachment.

CUTTECTITTE T0Udy.

Powering Tomorrow.
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MP Self-Certification Record Storage

Records Reports Actions n Zed Zappa - Appian

@ ieso Records
All ¥

RCT MP Potential Viclations
Provides details of all of your organization's reported potential violations

il

RCTMP Self Certifications
Provides details of all of your organization's Self-Certification Requests

Select

Diractory of users

Records Reports Actions D Zed Zappa- /

@ ieso RCT MP Self Certifications

SC-2016-00821
(509 Request Type: Guided Seif-Certification
Standard; CIP-D05-3
Alls Due Date: 302016
Created On: 81672016 1-20 PM EST

Status

Approved
Completed
In-progress

Submission Due in
MNext 1 week
MNext 1 month
Mext 3 manths
3 months or more

Connecting Today.
Powering Tomorrow.
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MP Self-Certification Record Storage

Records

Reports

n Zed Zappa -

&ieso

Summary »
News
Related Actions

R (s | RCT MP Self Ce

SC-2016-00521 223

Complete

Certification Request Details B8
Request 1D  SC-2016-00521 Organization ID 102007
Certification Name Electromc Secunty Penmeter Submission Due 93072016
Da
Certification Text Please complete the attachment and upload it "
Please provide any supporting endence Compliance Period 1/1/2015
Start Date
Cenification Type Guided Seif-Certificaton
Compliance Period 12312015
End Date

Self Certification Details
Requirement Details ©

Requirement Id Compliance OQutcome

CIP-005-3_R1

CIP-0053 R

CIP-005-3_R1 2

Green check mark indicates compliant
Red X indicates non-compliance
=i
hey ieso
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EPP/RPA Self-Certification Notification

« EPP/RPA Self-Certification: Similarly, MPs will receive an email notification
with a link to the Self-Certification Task in their Online IESO account.

File | Message & e
=y . EX] ; = . i e »
@ 1gnore x \ \g _.% B Meeting | Forward to: 23 Travel _3 & Rules - | & Mark Unread g # Find _"\s: f
% To Manager &4 Team E-mail - B& categorize - 2y Related ~
+ Delete | Reply Reply Forward & - _ || Move |3 i - Translate Zoom Copy op)
& Junk o < More « Done % Reply & Delete = OV€ [ Actions ¥ Follow Up ~ - & Select - i
Delete Respond Quick Steps Pl Move Tags ] Editing Zoom Enterprise Connect

@ If there are problems with how this message is displayed, click here to view it in a web browser,
Sent: Sun 2016,/06/05 1.00 PM

From: Online IESO - QA <onlineqa@ieso.ca>
To:

fi:

Subject: New Task: Submit Self Certification | Cert: SC-2016-00309

Submit Self Certification | Cert: $C-2016-00309

This task was assigned to you on Jun 5, 2016 11:59 AM EST
The task priority is Normal

Click the Link

To view the task, please follow this link

This message has been sent by Appian

Ss
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EPP/RPA Self Certification Form

* MPs are asked to complete the attached forms and obtain the
appropriate sign off before submitting

News Tasks (1) Records

‘%ieso

Save Changes
Reassign Task

Reports Actions . Robbie Reliability - Appian

ubmit Self-Certific

Certification Request Details

jon Request

Request ID  SC-2016-00306 Organization ID 102200

Certification Name Emergency Preparedness Plan Review Submission Due 6/6/2016
Date
Certification Text Please complete the self certification form and the
attachment and submit to the [ESO. Certification Type Emergency Preparedness Plan (EPP) Self-Certification
Please follow the instructions on the bottom of the
attachment if you have not completed your EPP review
for the compiiaree_period

Compliance Result

® Compliant () Non-Compliant

Plan Review undertaken in June 2015 as per OPG schedule. No changes to the current plan

Certification Documents

mergency Preparedness Plan elf-Certification Worksheet

IESO_FORM_TB08 T

*

Upload Completed Worksheet and Supporting Document(s) as Needed
EPP TEST_IESO_FORM_1608_v8.0_06032016.docx (64.57 KB) x

I Browse...

Submit Compliance

Connecting Today.
Powering Tomorrow.



Optional PDF Download

News Tasks(2) Records Reports Actions D Scott Berry - Appian

\H Download Self Certification Submission

—\ I e So If you need to download this document at a later time, it will be available in Records

Save Changes Self-Cert Request SC2016-00301 ¢ Salect if you want to download a pdf copy of your submission
Close

Ss
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PDF Downloadable Record

Sieso

Cannecting Today.
Pawering Tormormow,

Self-Certification

SC-2016-00308
6/3/2016

Part 2 - Market Participant Compliance Reporting
As

4

Y| COMPLIANT with the requicements of IESO-FORM-1609 stated balow for the antize
Reporting Period.

Did the rev
any changes s be mads? Pleass réspond either ¥er or o and inciade your comments, f any.

Certification Request Details
Centfication Raqusst ID: SC-2016-00308
Centfication Name: Restoration Plan Attachment Vertfication

Certification Text. Please complete the sslf certification form and the attachment and submit to the
IESO.

Please follow the instructions on the bottom of the attachment if you have not completed your RPA
submission for the compliance period

Organizanon ID: 102200
Submission Due Date: 662016

Compliance Result
Compliant: ¥

Comments: No Changes were made to the RPA over the comphiance period

- Ontario Reliability Compliance Program
leso Requirements Form

Independent Electricity EMERGENCY RESTORATION PLANNING
System Operator

NOTICE TO MARKET PARTICIPANTS: The marke rulas require market participanis to provids fo

™
o the ZE50 elecwonic certfication forms using the JESO Reliability Compliance Tool accessed via the
IESO Web Poral

Rath primarily intended

Thi d i
for use by e JESO when the pliznce Tool becom: s

T wsedin Halicized in Chapter
11 of the “Markar Rules™.

Pat 1 - General Information

Ifarket Participant Information:
Market Participant Name: QPG
Market Participant ID: - 102200

[Compliance Information:

Compliance Year: 2

Reporting Period.

From: Jan 12015 To: Dec3l, 2015

TES0 FORM 1609100 Page 1 o
REVIS-03

[ 1.6: Restararion participants must verify that thay:

[ 161: Deliver a training program to operstors, which includes their
restoration obligations and expected acions, and is based
the equipment and tools that they operate.

Provide two hows of restoration-related fraining every fwo calendar
years to their field switching personnel that perform unique
Testoration-related tacks that are oufside their normal
tasks.

Reference Document(s)
Marker Manusl 7.8 — Ontario Power System Restoration Plan (OPSRE)
Market Rules Chapter 5 - Power Svstem Reliability, Section 11.3

Signature

Thave full sufhority o bind the market participani_I certify that all information set out of referred to
m this form is true, accurate and complete as: at the date of this certification. [fmﬂml understand that
Please enter the Reporting is provided & of Chapter 5, Section 14.1.1 of the
Peziod. Have shown due diligence in preparing their operators to fulfill mm:mm Tunderstand mrmmﬁwmmm;ssmmmwnﬁunnwymmsa and that such a
their restoration obligations by ensuring they have attended Teview or audit will require all information set out or referred to in this form be verified by appropriate
Tomment NG, Ly restoration training within the last three years.

documentarion.

[ NON-COMPLIANT for 2 portion of or the entire Reporting Period with some or all
() of ESO-FORM 1609, but i compliunce with allotber spplicsble
TESO-FORM-1609 for the entire Reporting Period, a5 indicated below.
[ 1: an restorari tothe
IESO and musl contain the following imformation:

[ 11: Fenines:

[0 111 Al facilities coversd by the attachment are identifisd.

O 112 a0 tres, that are pre-
‘wired to accept backup/pertable generation and loads that can be
supplied from this source are identified.

Maintain operator fraining records.

[ 165: Restorarion d black
musuanﬁamﬂm ‘rovide two hows of restoration-
ted training every ewo calendar years to any opersting
l

orming
‘generarion units and energization of the associated inifial
bus/cireuit o the restoration path

that use sgents to fulfill any
‘opersting obligations remain responsible for fulfilling those obligations,
£ traiming of the azents. In addition, the restoaTion paVticipant must

iy that agents are used and the facili operate
Tdentify the agreen

nts that govern the use of their operating agents.

2
Certified by MPCC :

Bobert Reliability
Plese Printame

Robert Reilability
Siguarare

Date of Certification: June 3. 2016

Sieso
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Self-Certification submission reminders

* Notifications will be released via email according to the following
timelines to Market Participants:

— The Market Participant Compliance Contact (MPCC) will
receive:

1. The Initial Self Certification request
2. Notification that the submission is due in 15 days
3. Notification that the submission is due in 10 days

— The Market Participant Escalation Contact (MPEC) will receive:
4. Notification that the submission is due in 5 days

Once the submission has been made by the Market Participant the
notifications are cancelled.

e MACD will be notified if your submission is past due.

Ss
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Copies of Self-Certifications to MACD
records

o All Self-Certifications are sent to a MACD folder in the
IESO Records Repository.

e Compliant Self- Certifications and evidence are stored
for MACD review.

e Those Self Certifications marked as Non-Compliant are
flagged for MACD review and follow-up

¢ e
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Self Reporting

e Self-reporting relies on the monitoring mechanisms of
the market participant’s internal compliance program to
systematically review their compliance with reliability
standards, and to detect potential non-compliance.

e [f a market participant believes that they may have
breached a reliability standard, they are strongly
encouraged to take all reasonable steps to mitigate the
impact that the breach may have caused on reliability
and self-report the breach in a timely manner.
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Self Reporting through the RCT

*  MPs can initiate a standards self report via the Online IESO RCT Actions Tab.
C=2rer e«
6 ‘@ https://onlineqa.ieso.ca/suite/tempa/actions/view/a p v ﬂ G H g 1ESO g IESO Home i@ npcc.org @ TS /L“I’_U\ __ c“

“1p

News Tasks Records Reports Actions D Robbie Reliability - /ppian

@ieso

All »
Starred iz

Report Potential Standards Violation (MP)
Report a Potential Standards Violation

Applications

Reliability Compliance
Tool
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Complete the Possible Violations Form

s (1) Records Re;

Actions Zed Zappa - /

Compiete form and upload an tion plan documents below

@ ieso Submit Potentlal Standards Violation

Save Changes Provide Details

Report Date Violation Start Date *
Aug 17, 2016 Midlyyyy
Organization

HYDRO ONE NETWORKS INC. (102007)
Detection Date * Midlyyyy

Violation End Date

Leave blank if st

Widlyyyy

Gaoverning Body ™
NERC O NPCC
Market Rules.

Description Of Incident ®

Action taken to date *

Attach Documents

Upload Miti Plan D

Comment

No ftems available

© Add Comment
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Submit Possible Violation Form with
relevant supportmg attachments (part 1)

Mrws 5 (1] i Actiong | | Zed Fappa -

Sieso

Save CRIAGE

Submit Potential Standards Violation

Provide Detalls 1. Enter your violation dates

Hpucari: Db ‘'andaioan Srarm Clang ™
Ay 17, 2086 IAHE
Dipasiration i
HYDRO OME METWORKS NS ‘ikslation End Date
. " RrAHE
2. Choose NERC ”';j“‘:“‘" _
e @ W
Stds or NPCC
Criteria ™ m 3. Select the violated standard
Sebect Standaed " /
P05 1 - Cytadr Sarunty = Perhysiem Cpsraborasnsl & Framng L
Standard Details
Simnedard 10 CRGDGEE 1 dsrreamning Body WERC
Standaid Mame CIP Sisadaid
Standard Cybar Sedurity — PirSyilien Opeeibarmiangl L Trarng Erlot Hase
D iptios

Select Applicable Requirements

Ry 1D Hengirirmml
= Ea-:hl?lup-mmlrﬂ Wwwmnwﬂd nmb‘lﬂcuﬂnhﬂ.ﬂmmhﬁhupﬁﬁh wmen] parts i CIF004-5. 1 Table RE = Secunt)
4. Select the D451 R\ Avvareness Progrm. [ mcior Lowar] [Tavs Hosaon wsons Planmng] = .
1 Eszh Esibty ahall egbiffabil, i & Sirindd Tl iertliad, didiid, it domests Sk nded, & Syl LbEunly Warng progiamli) Syer b 13 widkevsdul reobind, S vl S
violated ¥ Ghest my | meeen fos Pt colicively ckdes sach of e ik bie rechaamart paris i CIP.004-5, 1 Tathe L = Cybar Sacucty Trarg Program [\iotakon Rk Facior Lows] [T s Hosoon
. . Operaions Planneg
requirement(s)
R Exch Eﬂt.ﬂrﬂp‘h‘mnjw|mlenmmhﬁdmmna-MMﬂ vl £ PRS00 CaTonible] [brieniutul Frill DA oesyiinm i Ml el polien
Oo4-51 R wrgatarind phyiical accaas 10 BES Cyber Sywterm that collgcbvaly mciuds pah of P applc ably riquersmen] party in DF-004-5. 1 Tabls B -
= wwmn\ww [Wendabon Rk Facior. Mg [Teme Morgon: Opeatons
Egch Rorsponsbin Enbly shall sTyemsnt, o & mands’ ol enidts adddieid, ind Come 1S bt sncerd, o OF M dOOumsnied Bo0irs @Yk Dl Codaiirvdy L bocke
E::E_ ' R4 ad of P Spphe bl negunpsnl parti o CID04-E 1 Takls R4 - Addeda Mansgement Progeam [Wiolatos Rk Fadter Lowi] [Trme Honsen EE&:E:‘ ity Sl Sarvey Dy
= Cparatara]
= Each Hasponsbio Enbty shall impiemant, n Thal idenhifess BSSESEES. B COMECTS bl snCarS, OO OF MOND GOUUMEnied BT IS, 800 Jh0n DrograTe that coleCinely mchude

0045 1 RS tuhﬂmm&.ﬂummmntrﬂ-m-thtﬂuﬁ Mwﬂmm [Winsldte Firin Fcker Wbthorni] [Tord Honzan Sirr Dury Orged Sl Sval Oysdditban ]

iy g - -
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Submit Possible Violation Form with
relevant supporting attachments (part 2)

Mashet Rules

Description Of Incidest *

On August 1, 2095 & was dacovered Basihe Company laled 15 peovide annual (with 2 15 monh L 2onod) CyDer SeCurly Darng 15 & subsel of JUBMOAzed CONaLT personnel

Dotalls *

CIPO0S-5 1 R2 states: T —Tha Rosponidie Entty shall ostabish, GOCument mplemant, and antaem S 3nnusl Cyhae Sacunly Tanng program K Sersonnel Rang sihonsed Cyer o authorzed
wnescorted physcal access 10 Crtcal Cybar Assets. The cySer securty raning progeam shall be revewed annually, 3t 3 menimem. and shall be updated whenever Necossary

R2.1. Thes program wil ensure that afl personnel havng such access 10 Catcal Cyber Assets, nciudng conracion and $erace vendars. ane Yaned poor 10 hew beng granted such access axcept i specied
CHCLMITANCes SUCh a8 AN SMOenty

Qe overy the contractons wens immedatoly peoviced with the Teareng package

Summary "

On August 1, 2016 & wans decovered Pat the Company taled 10 provide annual (withen 2 15 month dme penod) cyber securty anng 19 a subset of authonzed contract personnel

Q !!I ’lll &’;‘sl 1 upon astovery that Phey Rad not been raned

- Rrvew of o tequatoments Bas Boen adsgned 15 Dagt X for anncal manienance and provaeon
Protocols Bave been put n place 10 ensere all conteaction ane provided ¢yber securty traning bedore physcal 3ccess %0 B propenty s pecmsied

Attach Documents

6. Proyide any gvidgnce you feel .supports your position.
Provide a Mitigation Plan if available.

— Comment History

Date User Comment

No serrs avalatie

v €< Add any comments you feel are necessar |
- y y y 7. Press submit

5. Provide as many details of the violation .

as possible in the areas provided.
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Processing the Possible Violation submission

e Market Participant Possible Violation submissions will
be sent to Compliance Assurance for initial triage before

they are forwarded to the MACD folder in the IESO’s
records repository.

 [f the submission is incomplete or does not have
required information it will be returned to the MP for
rework

o [f the submission is satisfactory it will be sent to the
MACD folder and MACD will be notified via email that
a submission has been made. All attachments will
accompany the submission into the folder.

¢  :
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Self Report MP Record

 Go to Records

News Tasks Records Reports Actions D Zed Zappa - Appian
‘% ieso RCT MP Potential Violations
< SR-2016-00508 Click on the Report number you wish to see

(509 Standard: CIP-004-5.1
Requirements: CIP-006-5_R2; CIP-004-5.1_R2
Status: In Progress
Potential Viclation Detection Date: 8/2/2016

All»

Status
Complete
In Progress
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elf Report MP Record

Reports  Actions D Zed Zappa~- Appian

gieso

Summary »
News
Related Actions

The Report
provides the same
information as
was submitted

on the Form —

Records / RCT MP Potential Violations

SR-2016-00508

In Progress. Complete
All Active Tasks

Task Name Assigned To Status Started on

Review MP PV Submission IESO Compliance Assurance SME Assigned 8M17/2016 12:18 PM EST

Submission Details

Potential Violation PV-2016-00517 Org ID 102007
Request [D
Org Name HYDRO ONE NETWORKS INC.
Report Date Aug 17, 2016

Aug 2, 2016

Standard Details

Standard ID  CIP-004-5.1 Governing Body NERC

Standard Name CIP Standard

Enforcement Date
Standard Cyber Security — PerSystem Operationsnnel & Training
Description

Requirements Assessed for Potential Violation

Req ID Requirement

CIP- Each Responsible Entilg shall implement, in a manner that identifies, assesses, and corrects deficiencies, one or more documented visitor control programs that include each of the applicable
006-5_R2 requirement parts in Cl

0065 Table R2 — Visitor Control Program. [Violation Risk Factor: Medium] [Time Horizon: Same Day Operations.]

Details of Potential Violation

Description Of  On August 1, 2016 it was discovered that the Company failed to provide annual (within a 15 month time period) cyber security training to a subset of authorized contract personnel.
Incident

Details CIP004-5.1 R2 states: Training —The Responsible Entity shall establish, decument, implement, and maintain an annual cyber security training program for personnel having authorized cyber or
authorized unescorted physical access to Critical Cyber Assets. The cyber security training program shall be reviewed annually, at a minimum, and shall be updated whenever necessary.
R2.1. This program will ensure that all personnel having such access to Critical Cyber Assets, including contractors and service vendors, are trained prior to their being granted such access
except in specified circumstances such as an emergency.
Upon discovery the contractors were immediately provided with the Training package

Summary On August 1, 2016 it was discovered that the Company failed to provide annual (within a 15 month time period) cyber security training to a subset of authorized contract personnel
Action taken to - Training was provided to the contractors on August 1 upon discovery that they had not been trained

date - Review of training requirements has been assigned to Dept X for annual maintenance and provision
- Protocols have been put in place to ensure all contractors are provided cyber security training before physical access to the property is permitted.
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Communicating RCT Issues

* The following Communication channels are available to
participants if you run into issues with the tool:

— IESO IT Helpdesk: it.servicedesk@IESO.ca or 905-855-
6200

— Email: orcp@ieso.ca

— System access: customer.relations@ieso.ca

e Postings on the website: Reliability Compliance
Tool

Sieso
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mailto:it.servicedesk@IESO.ca
mailto:orcp@ieso.ca
mailto:customer.relations@ieso.ca
http://www.ieso.ca/Pages/Participate/Reliability-Requirements/Reliability-Standards-Compliance.aspx
http://www.ieso.ca/Pages/Participate/Reliability-Requirements/Reliability-Standards-Compliance.aspx

Thank you for participating

Q&A
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