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Leveraging the IESO’s Position at  
the Centre of the Industry

From the importance of innovation in the electricity 
marketplace to the challenges of grid modernization, 
IESO President and CEO Peter Gregg shares  
his perspective on priorities for the IESO – and the  
sector as a whole.

>

Peter Gregg 
President and CEO

Q: What changes in the energy  
landscape are having a  
major impact on the IESO’s  
priorities now?
There are so many changes happening  
simultaneously in the energy sector that it’s 
tough to point to any one in particular as having 
more impact. That’s what makes this stage in  
the sector’s transformation so exciting and,  
at times, so daunting. 

Take distributed energy resources (DERs), 
which are reshaping the way we manage market 
and system operations. DERs currently make up 
10 per cent of the province’s total installed capa- 
city and are expected to increase in the years to 
come. As they do, there will be important impli-
cations for the reliability and affordability of our 
electricity system. It’s critical that we manage 
any operability issues that arise, but it’s just as 
important that we explore potential reliability- 
related services that DERs might offer to support 
the provincial grid and help keep costs down.

Another priority for us is cybersecurity. We’ve 
made great strides in recent months developing 
strategic relationships across the security 
ecosystem. We’ve also seen the value of 
providing information, intelligence and advice  
to other sector players with a view to protecting 
our integrated systems. In a nutshell, we’re 
focused on reliability, affordability and security, 
especially as they contribute to resilience. 

Q: You spoke a little about  
innovation in the 2018/19 issue of  
Power Perspectives. Can you fill us  
in on what’s happened since then,  
and why innovation has become so 
central to what the IESO does?
The entire sector is rallying around innovation. 
It’s become deeply ingrained in our thinking and 
our actions. As the landscape has evolved in  
recent years with the emergence of new prod-
ucts, services, technologies and business models, 
I think we’ve all realized everyone has a part 
to play in fostering innovation. We’ve worked 
closely with our industry partners, who have 
suggested the IESO’s role in enabling innovation 
should include the following: leadership, infor-
mation sharing, improving IESO operations and 
sending clear information to the market. 

In early 2019, the IESO set out a very clear 
framework for demonstration projects, pilots 
and white papers in our first-ever Innovation 
Roadmap.  As part of that work, we’re develop-
ing a series of white papers that are intended to 
deepen the sector’s understanding of emerging 
economic and technical issues that could trans-
form the future of Ontario’s electricity markets. 
The papers will explore specific areas of focus,  
including DER integration and transmission- 
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distribution interoperability, and inform future 
discussions on how local utilities, the IESO, DER 
owners, the OEB and other entities can work 
together to support reliability and affordability. 

Our Grid Innovation Fund supports projects 
that either enable customers to better manage 
their energy consumption or that reduce the 
costs associated with maintaining reliable oper-
ation of the province’s grid. Through the fund, 
we’re investing in some really promising projects, 
such as an electrification of transportation pilot 
at York University and a transactive energy net-
work in collaboration with three local distribution 
companies. We’re also in the process of devel-
oping a new Data Excellence Strategy that will 
enable us to leverage the enormous volumes of 
data available to the IESO. 

Q: More than three years into the 
project, is the IESO’s work on market 
renewal set to deliver on its promise?
Yes, absolutely. The whole thrust of the Market 
Renewal Program is to improve the way the  
IESO prices, schedules and procures electricity. 
It’s about doing things more efficiently, increas-
ing competition among resources, and finding 
new ways to deliver value. 

With the completion of high-level designs for 
three core initiatives in the energy work stream, 
we recently passed an important milestone in the 
transition to a more dynamic and efficient energy 
market. After an exhaustive assessment of 
current inefficiencies in the market, we estimate 
that about $800 million in net benefits could be 
realized in the first 10 years.

Despite these achievements, it hasn’t all 
been smooth sailing. Given recent forecasts that 
suggest Ontario will have a limited need for new 
capacity if existing resources are re-acquired 
when their contracts expire, the IESO halted 
further work on the incremental capacity auction, 
one of the key deliverables in the original market 
renewal plan. Although course corrections are 
never easy, the industry appreciated our  
responsiveness and reacted favourably to our 
change of plans.

Q: Beyond innovation and market 
renewal, what other areas of  
focus will be on your agenda in  
the year ahead?
Supporting competition is a key area of focus – 
and that’s why we’re gradually enabling more 
resource types to take part in upcoming capacity 
auctions. We’re also looking at a competitive 
transmission procurement process that will en-
able new transmitters to participate in Ontario’s 
electricity market and encourage Indigenous 
community participation in the electricity sector.  
Competition will drive down costs, whether that’s 
by reducing barriers to competition, exploring 
new ways to acquire resources, or unlocking the 
value of new and existing resources. 

Another key area of focus is business 
transformation. As an organization, the IESO 
must be aligned and ready to meet the challenges 
ahead. Our multi-year HR Strategic Roadmap 
calls for us to continue building the foundation  
for a high-performing and agile workforce and 
supports the development of highly effective 
managers and leaders who can help the IESO 
deliver on its mandate.

Building a Framework for Improvement

Organizational risk comes in many shapes, and from many directions – operational,  
financial, environmental, reputational and regulatory, to name just a few.
Ontario’s energy sector has under-
gone a sweeping transformation 
in recent years, driving the IESO 
to reassess emerging threats and 
risks to its business. As part of that 
work, the organization has sharp-
ened its focus on enterprise risk to 
support continuous improvement 
and knowledge transfer.

“Ensuring the reliability and 
cost-effectiveness of Ontario’s 
power system is our number  
one priority,” explains Barbara 
Anderson, Vice-President of  
Corporate Services and Chief 
Financial Officer. “The work  

done to advance these goals can 
take many different forms, and 
involve different business units 
across the IESO, but the absolutely 
critical thing for all of us to keep in 
mind is the importance of manag-
ing and mitigating the risks facing  
our business.”

In late 2017, the IESO’s Enterprise 
Risk Management (ERM) Program 
was independently assessed 
according to eight key risk com-
ponents: leadership, governance 
and culture; risk appetite and 
tolerance; risk policy and strategy; 
people; ERM framework and tools;  
 

risk monitoring and reporting; 
risk management processes; and 
performance and outcomes. 

The review identified four areas 
that required a greater investment 
of time and resources which, in 
turn, prompted the IESO to re- 
assess its entire risk framework 
and long-term organizational  
planning process, including 
policies and principles, in 2018. 
Through this work, the IESO  
developed a five-year strategic 
plan, which provides direction to 
the organization and the sector  
on how the IESO will realize its  
 

vision, and evolve its business 
planning process to better  
align with changes to the internal 
and external environments.

“The number of risks to the  
IESO and to the sector as a  
whole continues to increase,” 
Anderson notes. “Working  
with stakeholders and partners, 
we are constantly monitoring  
the situation, and adjusting  
our course as needed, to  
ensure identified risks are  
appropriately mitigated.”
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Q: Cybersecurity is something  
you feel passionately about.  
Why is that?
I’ve been saying for a few years now that today’s 
interconnected world brings both challenges and 
opportunities. While it’s great that many house-
hold and business devices are now connected to 
the internet, enabling consumers to interact with 
them, and with the power system, in new ways 
can have unintended consequences. As grids 
become “smarter,” and more networked, and the 
number of access points increases, we become 
more vulnerable to attacks. When it comes to 
cybersecurity and the electricity grid, there’s a 
lot of truth to the old adage that we are only as 
strong as our weakest link.

To strengthen sector-wide defences,  
Ontario’s electricity sector is coming together  
to address the changing threat landscape. The 
IESO is collaborating with stakeholders and 
partners – not just in Canada but across North 
America and other parts of the world – to prepare 
for, thwart and recover from cyberattacks. And 
while IT departments are generally on the front 
lines of cyber issues, cybersecurity is every-
body’s business.

Q: You’ve spent a significant part  
of your career in the energy sector, 
so you’re no stranger to dealing  
with change. What is your biggest 
learning since you became CEO at 
the IESO?
My biggest learning has to do with change itself. 
Change in the industry is happening quickly, 
and new technology means we’re constantly 
watching, evaluating, testing and learning how to 
harness new ideas to help us fulfill our mission. 
It’s fast-paced and challenging.

People don’t change as quickly as technology. 
In our case, creating a cohesive corporate culture 
that fully leverages the strengths and capabilities 
of all employees requires time and focus. I’ve 
learned that while change might be uncomfor- 
table, it’s incredibly gratifying when everyone 
leans in and delivers. For example, our Market 
Renewal Program has brought together subject 
matter experts from across the organization – 
operations, market design and development, 
stakeholder engagement, IT, compliance, settle-
ments and more. They are quite literally creating 
the markets of tomorrow – and working together 
in a way that leverages everyone’s strengths. 

Getting the Right Fit 

Ask Robin Riddell, the IESO’s  
Vice-President of Human Resources, to 
identify the traits that are sought in  
current and future IESO employees and 
she’ll highlight a few adjectives like agile,  
strategic, customer-focused, collaborative, 
analytical and curious. “Curiosity is a  
great attribute,” she explains. “A curious 
employee wants to dig deep and know 
more. And in this sector, there is always 
more to know!”
Riddell speaks passionately  
about the recently developed  
HR Strategic Roadmap, a critical 
document that underpins the 
organization’s efforts to attract, 
retain and reward the highly skilled 
employees that it relies on to 
achieve corporate objectives and 
drive business transformation.

Figuring out what skills, compe-
tencies and personal attributes 
will be required in the future is 
both an art and a science. It’s one 
area where Riddell and her team 
are investing time by conducting 
a comprehensive environmental 
scan, both internal and external, to 
see what sort of employees will be 
best suited to help the IESO deliver 
on its mandate to ensure a reliable, 
cost-effective supply of electricity 
to Ontarians. 

Riddell is taking a holistic  
approach to talent and focusing 
on the entire employee lifecycle – 
from hire to retire – to ensure the 
IESO hires and retains the right 
people with the right skills at the 
right time. That means looking at 
relationships with educational in-
stitutions, the role of social media, 
training opportunities, career 
development, succession planning, 
and many other factors.

The IESO’s current workforce 
profile suggests the organization 
has been successful in attracting 
younger – and more diverse – 
employees, but this demographic 
shift requires consistency of  
approach and flexibility of 
practices – which can be quite a 
challenge. For example, while the 
average age of an IESO employee 
is 41, and the average length of 
service is nine years, there is a 
significant age gap between the 
IESO’s youngest employees and 
its oldest. Creating a corporate 
culture in which employees at both 
ends of the age spectrum can feel 
engaged, valued and respected is 
no easy task.

That said, regardless of age, 
education, ethnicity, gender or 
other variables, IESO employees 
generally have one thing in 
common: a deep commitment  
to public service. “It’s important 
that our employees be aligned  
with our corporate values,” Riddell 
explains. “In my opinion, having a 
workforce driven by a shared 
social purpose is one of the IESO’s 
greatest strengths.”
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Protecting Critical Assets

Resilience is a hot issue in electricity circles and is  
becoming even more topical as extreme weather 
events happen more often and cyberthreats grow  
in number and sophistication.

>

Just a few months before three  
tornadoes touched down in the 
Ottawa area, destroying a  
230/115 kV transformer station, 
IESO control room operators  
were exposed to the same  
situation using a power system  
simulator – an interactive training 
tool that replicates real-life  
emergency scenarios.

When Hurricane Dorian slammed into 
the Bahamas in early September,  
control room operators who thought 

they’d seen the worst with Hurricane Sandy  
and Hurricane Maria could be forgiven for 
looking on in disbelief at the destruction caused 
by the Category 5 hurricane that left millions 
without power and caused unprecedented loss 
for residents.

Hurricanes, ice storms, forest fires, torrential 
rain and flooding are occurring more frequently 
and causing more extensive damage to lives  
and property than ever before. The Insurance  
Bureau of Canada says insured damage for  
severe weather events across the country  
totalled $1.9 billion in 2018. A new report from 
the United Nations Office for Disaster Risk  
Reduction states that the last 20 years have  
seen direct economic losses from climate- 
related disasters rise by 151 per cent. Between 
1998 and 2017, disaster-hit countries reported 
direct economic losses of US $2,908 billion, of 
which climate-related disasters accounted for  
US $2,245 billion, or 77 per cent of the total.

A 2018 report from the U.S. Council of  
Economic Advisors paints a similarly bleak  
picture about the economic impact of cyber-
attacks. The report claims that in 2016, malicious 
cyber activity cost the U.S. economy between  
$57 billion and $109 billion. This activity was 
directed at private and public entities, appearing 
as denial of service attacks, data and property 
destruction, business disruption (sometimes  
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The IESO works with 
sector partners to  
ensure reliability and 
enhance the resilience  
of Ontario’s power  
system
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“ Ontario has billions  
of dollars invested in 
energy infrastructure 
assets. Making these 
assets more resilient  
is a high priority.”

David Robitaille 
Director, Market Operations

for the purpose of collecting ransoms) and theft 
of proprietary data, intellectual property, and  
sensitive financial and strategic information. 

In Canada, businesses spent $14 billion to 
prevent, detect and recover from cybersecurity 
incidents in 2017 (Statistics Canada). During this 
period, just over one-fifth of Canadian businesses 
reported being affected by a cybersecurity 
incident. Thirty-eight per cent of those identified 
the motive as an attempt to steal money or 
demand a ransom payment. Productivity was 
negatively affected in a majority of cases, with 
roughly 54 per cent claiming the event kept 
employees from doing their jobs. 

If ever there was a time to invest in  
“hardening” critical infrastructure – industry 
jargon for making grids more resilient – the  
time is now. David Robitaille, the IESO’s Director, 
Market Operations, points to work the IESO is 
undertaking to help the sector understand and 
respond to the need for greater resilience. 

“It’s really important to identify where the 
sector as a whole should focus its efforts  
to effectively enhance resilience,” says Robitaille. 
“Our collective goal must be to reduce the  
magnitude and duration of disruptive events. This 
means being better able to anticipate, absorb, 
adapt to, and rapidly recover from potentially 
disruptive events. Ontario has billions of dollars 
invested in energy infrastructure assets. Making 
these assets more resilient is a high priority.” 

To protect these assets from low-probability, 
high-impact events such as hurricanes, torna-
does and winter storms, the IESO is working with 
transmitters and local distribution companies 
to develop a set of power system resilience best 
practices that will guide investment and system 
design decisions going forward. 

“Extreme weather-related events like the 
tornadoes that caused significant damage  
to the transmission system in Ottawa last year,  
the flooding that blacked out much of Toronto  
in 2013, or the ice storm that wreaked havoc 
across the province several years back are testing 
the resilience of power systems everywhere,” 
says Robitaille. “The question is not if, but when, 
our systems will be put to the test again.”

The IESO has always made resilience a top 
priority, viewing it as a key aspect of its reli-
ability mandate. To that end, the organization’s 
representatives sit on committees, such as the 
North American Electric Reliability Corporation’s 
(NERC) Reliability Issues Steering Committee, to 
stay on top of emerging issues. “One of the take-
aways from these discussions is the importance 
of lessons learned. Whether it’s a cyberattack or 
extreme weather, every event is different,” says 
Robitaille. “This means there is always an oppor-
tunity to revisit, update and refine processes and 
procedures, and train staff as necessary, so when 
there is a next time, everyone is prepared.” 

Resilience or Reliability? 

Resilience and reliability are often used interchangeably.  
But they actually mean very different things. 

RELIABILITY
The IESO’s mandate is to ensure 
electricity is delivered where and 
when it’s needed, which means 
operating the provincial electricity 
grid in accordance with specific 
industry-wide rules and standards. 
For the IESO and its counterparts 
across North America, the focus 
is on maintaining the integrity 
of the interconnected system to 
prevent widespread blackouts and 
cascading outages across broad 
regions that could disrupt local 
customer service. This is referred 
to as reliability.

RESILIENCE
Resilience is the ability to reduce 
the magnitude and duration of 
disruptive events, to bounce back 
more quickly and more strongly, 
and to adapt and be prepared for 
potential future events.

There are well-defined metrics for 
measuring reliability but none, at 
this time, for resilience. The IESO 
is a strong advocate for developing 
best practices that would increase 
the sector’s overall resilience.
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THE BEST CYBERSECURITY DEFENCE IS STILL GOOD 
OLD-FASHIONED INFORMATION SHARING

No one knows for sure how many cyberthreats are aimed at electricity 
systems around the world every year. Or if they do know, they’re not  
telling. What the experts will say is that constant vigilance, open  
communication and trusted partnerships are the best defences against  
the ever-present risk of cyberattacks on critical infrastructure. 

“You could have the best cyber strategy  
in the world on paper, but if good  
communication with partners from  

across the sector, and around the globe,  
doesn’t take place, the strategy isn’t worth 
much,” says Jason Hammerschmidt, the  
IESO’s Supervisor of Security Architecture,  
Technology and Access Management. “We live 
in a connected world, with few industries more 
connected, physically and digitally, than the 
electricity business. The volume and velocity 
of cyberthreats is increasing exponentially but 
we’ve developed some effective mechanisms  
for information-sharing to help protect the grid.”   

One forum where Ontario utilities can share 
ideas, best practices and war stories alike is  
GridEx – a biennial exercise where participants 
have an opportunity to demonstrate how they 
would respond to, and recover from, simulated 
coordinated cyber and physical security threats 
and incidents, strengthen their crisis communi-
cations and relationships, and share lessons 
learned. The session is managed by the North 
American Electric Reliability Corporation (NERC), 
the organization that develops many of the  
standards and operating practices to which 
North American utilities must adhere.

Hammerschmidt likens GridEx to an industry- 
wide fire drill that challenges participants to  
improve the way they recover from severe 
threats, share their procedures and responses  
in real-time with others, and develop strategies 
that may help to mitigate the risk next time.  
Two years ago, more than 6,500 participants 
from 450 organizations took part in GridEx. 

“The last GridEx was very instructive,” says 
Hammerschmidt, adding that it brought to light 
key areas where utilities could strengthen their 
supply chains. He says it also led NERC to  
introduce some new standards, which utilities 
will be expected to implement starting in  
January 2020.

Information-sharing is also the major focus 
of a data-sharing service the IESO introduced to 
provide participating utilities with better real- 
time situational awareness of potential or actual 
threats. Launched as part of its expanded cyber-
security mandate, the service is the result of a 
first-of-its-kind partnership between the IESO 
and the Canadian Centre for Cyber Security.  
With this initiative, the IESO established an  
online portal that serves as a one-stop shop  
for cybersecurity information for Ontario’s  
electricity sector.

Evan Noble, the IESO’s Supervisor of Threat 
Risk and Governance, maintains that the more 
information is shared, the more reliable and 
resilient the electricity grid becomes, both in  
Ontario and beyond. For that reason, the IESO 
has established relationships across the sector, 
and at the highest levels. “The relationships 
we have with our counterparts enhance our 
intelligence, our tools and technologies, and our 
innovation capabilities beyond what we could  
do alone, enabling us to more effectively meet 
the challenges of today’s cyberthreat landscape,” 
Noble says. “The speed of change in the  
cyber environment is a big challenge, but we  
will continue to forge partnerships where they 
make sense and deliver value to Ontario.”

A new partnership with the Canada-Israel 
Industrial Research & Development Foundation 
(CIIRDF) is a good example of the strategic  
importance of tapping into and sharing ideas  
with cyber experts around the world. “Our  
partnership with the Foundation supports the 
overall security of Ontario’s electricity system 
and helps expand our connections as an  
industry globally,” says Alex Foord, the IESO’s 
Chief Information Officer and Vice-President  
of Information & Technology Services.

In addition to exchanging operational insights 
and best practices on an ongoing basis, the IESO 
and CIIRDF will assist each other in establishing 
strong lines of communication and relationships 
with leading participants across Ontario’s and 
Israel’s cybersecurity ecosystem.
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Growing Pains 

Customers, utilities and industry partners come  
together to manage increased demand for  
electricity in southwestern Ontario – and help  
drive economic growth in their communities.

>
New infrastructure – including a 
transmission line from Chatham to 
Leamington and a new switching 
station – is just one part of an 
integrated strategy to address the 
area’s energy issues.

Exceptional times call for exceptional  
measures. And when a challenge is  
so unique that the only viable option  

is to look outside the proverbial box for a  
solution, then it’s time to pivot.

That’s what is happening in southwestern  
Ontario’s Windsor-Essex region. Along with 
other business owners, local greenhouse  
operators in the Leamington-Kingsville area  
are clamouring for more electricity to support 
their long-term economic development plans.  
At roughly 1,300 megawatts, the pent-up  
anticipated demand is nearly double the  
electrical load for the city of Windsor alone. 
Compounding the situation, this unprece- 
dented growth began largely within the last  
three years – and is expected to continue  
into the near future. 

When regional planners last reviewed the 
electricity needs for Windsor-Essex, rapid  
growth was not an issue. How times have 
changed. To ensure local needs for electricity  
are met, the IESO took a good look at its toolkit, 
and used every available option to try and meet 
the region’s energy needs. That included imple-
menting short-term interim measures to connect  
customers before permanent reinforcements 
were in place, and engaging in highly targeted 
community outreach. 
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A shared commitment 
to problem-solving 
supports greenhouse 
sector growth in  
Windsor-Essex
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